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Article 125 (4)(c)

of the Regulation (EU) No 1303/2013 of the European
Parliament and of the Council

Managing authorities have to "put in place effective and
proportionate anti-fraud measures taking into account the risks
identified"

The European Commission wants to provide the managing
authorities with a tool which can help them to comply to this article
125.4(c)
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What is Arachne ?

ARACHNE is an integrated IT tool for data mining and data
enrichment.

Goal: providing the Member States authorities involved in shared
management of the Structual Funds with an operational tool to
identify:

1. their most risky projects/contracts
2. potential risks linked to all their projects and contracts

Objective: support managing authorities in their administrative
controls and management checks in the area of Structural Funds.
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Arachne major milestones

04/2013

01/2014 01/2015 01/2016 01/2017 01/2018 01/2019

V1.0

-

V1.12 V1.2.4 V2.0.0 Vv2.0.1

A A A
V1.2.0 V1.4.10 V1.4.11
Users: +/- 5.000 (1.400 active users per quarter since 2018)

Connections: > 75.000; Cumulative ~ 8.000 per quarter since 2018
Operational Programmes (ESF - ERDF - ETC)
217 OPs (2014-2020) - 272 billion€ (out of 491 billion€)

» Projects: 438.067
> Beneficiaries: 98.340
» Contracts: 296.979

» Expenses : 3.927.171
Pilot for DG AGRI since begin ‘19 (6 MS involved in pilot)

ﬂ European
Commission



For ESF and ERDF (2014-2020)

20 MS are currently involved into Arachne:

IT,PT,CZ,RO,HR,BE,AT,LV,
LT,LU,BG,HU,ES,FR,SK,
UK,MT,NL,SI, IE (*)

* at least 1 operational programme

1 MS is in ‘pilot’ phase
GR

2 MS are in ‘reflexion’ phase
DK,EE

2 MS don't provide feedback
PL,CY

3 MS decided not to use Arachne
DE,SE,FI

B

i

i

=

o
: _—— Weiihted_%_ of OP's loaded in Arachne ;TC-TALi

100
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Arachne - data sources

9

ARACHNE database
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Arachne - Internal operational data

Project data Contract data Expenses / invoices
* Project ID « Contract ID « Expense ID

* Project description « Contract description « Expense Type
+ Status » Date signature » Description

+ Beneficiary - Initial end date / Final end date e Amount

- Start date / end date e Contractor / Subcontractors e Contractor

» EC Financial Assistance « Amount « Invoice date
« Total project cost « Nbr Addenda / Amount of addenda « Payment date
+ Type of project « Key experts

* Project partners * Procurement information

» Project details « Type

- Related people » Tenders : valid / excluded / Total

« Publication date
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Arachne - Orbis database

e Orbis has information on :

Companies : +/- 301 million companies worldwide (active and inactive)
» Ownership information (shareholders, subsidiaries, participation rate, ...)
* Financial data of the company (turnover, cash flow, solvency ratio, ...)
« Address information
* Related people (directors, senior management, contact people, ...)
* Indicators like credibility and bankruptcy

Persons : +/- 152 million persons
« First name, last name, Age
* Number of affinities, number of companies and role in company

e The data is collected from publicly available information
such as official annual reports or balance sheets submitted
to regulatory bodies

e The level of details available in the database varies by
country and company size

e All data available in Arachne
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Arachne — World Compliance database

e World Compliance collects, aggregates and centralizes :

* PEP lists (politically exposed person)

» Sanctions lists (OFAC lists (Office of Foreign Assets Control), World Bank Debarred
Parties List, CBI List (The Central Bureau of Investigation), ...)

 Enforcement list (EU Terrorism List, FBI Most Wanted, Interpol Most Wanted, Narcotic &
human traffickers, Money launderers, fraudsters and other criminals, ...)

 Adverse media list (company or person that have been linked to illicit activities by news
sources)

e The data is received from regulatory and governmental
authorities (except for adverse media list)

e Information is only accessible through the Arachne alert
details (It won't be possible for a user to explicitly retrieve
these information for a given company/person)
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Arachne - Vies database

e Validating VAT-identification numbers of economic
operators registered in the European Union for cross border
transactions on goods or services

- EUROPEAN COMMISSION

European Commission » Taxation and Customs Union * VIES

About us | Online Databases  Tenders & Grants | FAQ | Subscribe to newsflash | What's New ? | Sitemap

o VAT Validation .
O Technical Information | VIES VAT number validation A
O Self Monitoring ey e s S T

o FAQ You can verify the validity of a VAT number issued by any Member State by selecting that Member State from the drop-

© Help down menu provided, and entering the number to be validated.
< Specific disclaimer for
this:service Member State

VAT Number

VAT number

|
Requester Member State:
|

WVies On-The-Web v5.4.0 | Top

http://ec.europa.eu/taxation_customs/vies/

European
Commission




Arachne - data flow

Member States

Arachne

Arachne Application
database Server

=

c—

Operational
Data

Member

: Arachne European
Operational database Commission
Data files

States

B Enrichments and

—
ﬁdr W

Risk calculations

World
Compliance
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Arachne - Risk categories

102 risk indicators

7 Risk categories

Procurement || Contract Mgt Eligibility Performance | Concentration || Reasonability || Reputation & Fraud
6 risks 11 risks 9 risks 18 risks 13 risks 15 risks 30 risks
Some examples
Lead time » Contractors Payments * Nbr of people * Beneficiaries * EC Fin. * Propensity of
between with invalid outside trained vs involved in Assistance vs Bankruptcy
publication of VAT Nbr eligibility people to be multiple project cost
tender and period trained projects/OP’s e Link between
contract + Contract + Administration beneficiary and
signature amount versus Duplicate * Project cost » Contractors cost vs project (sub)contractors
turnover of amounts vs km road involved in cost
*  Nbr of valid the contractor within constructed multiple « Involvement in
tenders vs expenses projects/OP’s + Seminars- Saction and
received » Contract +  Water waste publishing enforcement lists
tenders addenda cost Expenses cost vs » Subcontractors costs vs
vs contracted higher population to involved of project cost « Involvement in
» Financial amount than benefit multiple sensitive regions
correction project projects of the
cost same + Change of company
beneficiary name / address/
activity / directors
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Arachne application - screenshots
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Arachne - screenshots Search for entities

= ARACHNE - Risk Scoring Tool (Arachne Server PROD) — x
Fle gPDataupload () Entities ) Relations [T Dashboards < Casemanagement Ex-AnteRisk  History Parameters  Windows Help &
3 Welcome window %2 Arachne Client introduction | Projects »'©, Search for G jes | - X
Search for Companies <companies filter> & @ @
Compary name (Orbis} _Contams {full words) -~ |Dmega phama ‘ VAT number (EC) !Seled oper.) v ASC/DESC 2
Company name (EC) | (Select aper) = | Company size Within | SortField1 [Companyname Orbs)  |v| ® O
Country {Orbis) Wlitin | NACERev. 14 Beging wih ] SotRed2 |pons) ¥

T = Sort Field 3 v
Counlry (EC) Witin | VPl Bankmuptey seore (1-20) > TE] Setfeiad linone) !
City (Orbis) (Select oper.) v [ | VPI P28 Sald (Top 20%) score (1-10) > T Resct
Ciy (EC) (Select oper.) o [ | Company type (EC) Within v
Unique 1D number | (Select oper,) ~[ | Only comparies involved in projects - ] ~
Bankrnupt compary = (Al ~
¥
T " Unique T TR T T T fi A
Company % EC Active Incorporation Last Number of Number of
Company identification VATEG BvDSze Company cty Courtry flag Related aroup Banknuptey ot i rir e | MName
| Pumber scors (120}
(S
|ﬂj Laborateires Omega Pharma France FR542044656 VL - Very Large Chatillon FRANCE No PERRIGO COMPANY PUBLIC LIMITED COMPANY 7 Yes 19540730 20161231 2 4 |aboratoires Omega Phama France
|ﬂ Laboratoires Omega Phama France FR54204465600107 Largentiere FRANCE No PERRIGO COMPANY PUBLIC LIMITED COMPANY Yes 19540730 1 0 Laboratoires Omega Phama France
1l Laborstoires Omega Phama France FR542044656D0035 Le Breuil SurCouze  FRANCE No Yes 19540730 Laboratoires Omega Pharma France
1l Laborstoires Omega Phama France FR54204465600081 Plelo FRANCE Ne PERRIGO COMPANY PLIBLIC LIMITED COMPANY Yes 19540730 1 0 Laborateires Omega Pharma France
K Laborstoires Omega Phama France Division Applipharm  FR54204465600024 Marseille: FRANCE No No 19870100 Laboratoires Omega Phama France Division Appl
K] Laborstoires Omega Fhama France Sas BE0810272573 Chatillor BELGIUM No PERRIGO COMPANY PUBLIC LIMITED COMPANY Yes 20080601 il 0 Laboratoires Omega Pharma France Sas
1l Laboratoires Omega Phama Sa FR393355763 SM - Small Lille FRANCE No Yes 19931100 2000-12-31 Laborateires Omega Pharma Sa
ﬂ] Omega Alpha Phama Limited GB11315498 London UNITED KINGDOM No Yes 20180418 Omega Alpha Phama Limited
I Omega Bio-Phama {1 P.1) Limited MUDDO1035533 Port Louis MAURITIUS No Yes 20030811 Omega Bio-Pharma (1. P_1) Limited
1l Omega Bio-Fhamma {LF.2) Limited MUDDD0S16006 Port Louis MAURITIUS No Yes 20020820 Omega Bio-Pharma (1.P.2) Limited
ﬂ] Omega Bio-Phama (1.P.3) Limited MUDDD0915963 Port Louis MAURITIUS No Yes 20040702 Omega Bio-Phama {I.P.3) Limited
1] Omega Bio-Phama Intemational Limited HKDDDG518288 HONG KONG No Yes 20031006 Omega Bio-Pharma Intemational Limited
1l Omega Healthcare Pharma Co Lid MUDDO0S15861 Port Louis MAURITIUS No Yes 20060321 Omega Healthcare Phama Co Ltd
|ﬂ Omega Impact Phama BJOD0DO70534 Cotonou BENIN No Yes 20180101 Omega Impact Pharma
ﬂ] Omega Phamma BE0431676229 VL -Very Large Mazarsth BELGIUM No PERRIGO COMPANY PUBLIC LIMITED COMPANY 9 Yes 19870727 2017-12-31 2 77 Omega Phama
1l Omega Phama FR380243972 VL - Very Large Chatillon FRANCE No PERRIGO COMPANY PLIBLIC LIMITED COMPANY 2 Yes 19901126 20161231 2 3 Omega Phama
1l Omega Phama BODD312767 Bl Alto BOLIVIA, PLURINATIO... No Yes 2040829 Omega Phama
|ﬂ Omega Phamma BE2029776765 Nazareth BELGIUM No PERRIGO COMPANY PUBLIC LIMITED COMPANY Yes 1 0 Omega Phama
1] Omega Phama (Mohamed Hamad And Fattners) LBDDD1404159 Zahle LEBANON No Yes 20130417 2012-12:31 0Omega Phama (Mohamed Hamad And Partners)
1l Omega Phama {Nz) Limited NZ9425034112076 LA- Lange Auckland NEW ZEALAND Ne No 20060608 2017123 Omega Phama (Nz) Limited
E¥| Omega Phama Assembly Inc PAA73821RPP PAMAMA, No Yes 20050119 Omega Phama Assembly Inc
1l Omega Phama Australia Pty Ltd AU130628241-B0003 Pamamatta AUSTRALIA No PERRIGO COMPANY PUBLIC LIMITED COMPANY Yes il 0 Omega Phama Australia Pty Ltd
1l Omega Phama Australia Piy Lid AU130628241-B0002 Belrose AUSTRALIA No Yes Omega Phama Australia Py Lid
] Omega Phama Austraiia Pty Ltd AU130628241 SM - Small Belrose AUSTRALIA No PERRIGO COMPANY PLIBLIC LIMITED COMPANY Yes 20080415 20150000 1 3 Omega Phama Australia Pty Lid
| I Omega Phama Australia Pty Ltd AU130628241-B0D01 Pamamatta AUSTRALIA No Yes Omega Phama Australia Pty Ltd v
< >

4 | 14

L & t?l| T Records/ page
=8

72 ‘ ¥ | W 247 element(s)

TR
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Arachne - screenshots Company info

a ARACHNE - Risk Scoring Tool (Arachne Server PROD)

EE _F{_?Da“ Managers for Omega Pharma

<l Welcony T

_ Manager Manager / Manager / Beginning 3
H Deta' Manager / Person Jl:ﬂ:g:ger J/ Bith Number of Mumber of nomination gantlieaqjlratlon Function (standardized) gurerr:cr‘ﬁ:
| 70 == date affinities comparies date
\megs Fhan| |
| »
General inforr
| —— Mercuur Consult NV 3 120120301 20170516 Board of Directors - Member Previous a
Marc Ammand Alice Andre Liliane Coucke 53 19650127 515 211 Senior management - Unspecified executive Previous
Compary VAT Marc Amand Alice Andre Liliane Coucke 53 19650127 515 29 1120120301 20160425 Senior management - Unspecified executive Previous
C |
ks Marc Amand Alice Andre Liliane Coucke 53 19650127 515 2911 COwners / Partners / Shareholders / Founders - Owner / Patner / Shareholder / Founder  Previous
EC Type =
AthSrFEsé}{EC} | | Marc Armand Alice Andre Liliane Coucke 53 19650127 515 29 11 Senior management - Unspecified executive Current ]
Post code {EC]_ 4& Marc Armmand Alice Andre Liliane Coucke 53 19650127 515 25 11 Senior management - Highest executive Current
Courtry (EC) | & Marc Amand Alice Andre Lilane Coucke 53 19650127 515 2911 Cther or unspecified department - Executive Cument
_‘&g Marc Amand Alice Andre Liliane Coucke 53 19650127 515 29 11 Ctther or unspecified department - Chief Officer Curmrent DLlﬂtﬁ'
‘Eﬂ Marc Amand Alice Andre Liliane Coucke 53 19650127 Hih 25 1120120301 20160425 Senior management - Highest executive Previous
4a Svend Andersen 56 19611206 578 126 120170301 20220502 Board of Directors - Member Current
| & Jan Michael Dominik Cassiman BE 19620517 71 4 1. Senior management - Deputy executive Previous
Total project ct %a Paul Eslen 1,021 181 1120150428 20180507 Advisors - Auditor Previous
Finanizl irfa %a Sharon Gershon Kochan 45 13680711 394 112 120160722 20170301 Board of Directors - Member Previous
17 'Hyh _ﬁg Benoit Suzanne Denise Norbert Graulich 52 19650704 349 28 1120070604 20100503 Board of Directors - Member Previous
| _‘Eﬂ Peter Gustaaf Van Den Eynde 50 19671111 1,144 185 1120080000 20100000 Advisors - Auditor Previous
4ia Barbara De Szedeleer 48 195700117 308 28 11 Finance & Accounting - Chief Financial Officer Current
Share
| % Jeandouis Yves Marie Joseph Duplat 173 2 |. 20060606 20080601 Board of Directors - Member Previous
e 4a Barbara De Saedsleer 48 15700117 308 28 11 Finance & Accounting - Financial controller Current
r |
‘Eﬂ Sam Albert Camiel Sabbe 52 19651130 260 391! Other Board or Committee - Member Previous
1 4 Christoph Patrick Stauble 51 19670224 220 7 Senior management - Deputy executive Previous
E_ 4 Christophe Eric Peter Tans 385 161 1020160722 20220426 Board of Directors - Member Current 3
Barbara De Saedeleer 48 15700117 308 28 1120150428 20160425 Board of Directors - Member Previous
‘Eﬂ Schepens Ton 68 el Owners / Partners / Shareholders / Founders - Owner / Partner / Shareholder / Founder  Previous
| ‘.:‘g udy Lynne Brown . 7 LE] irectors - Member revious
Hl Judy Ly B 50 19680606 342 112 1.20150330 20170501 Board of D Memb P
| & Judy Lynne Brown 50 19680606 342 112 1. 20150330 20160722 Board of Directors - Member Previous
_| H 4a John Thomas Hendrickson 55 19620912 534 111 1.20150330 20170501 Board of Directors - Member Previous
||:_ _‘Eﬂ John Thomas Hendrickson 55 19620912 534 111 1. 20150330 20160722 Board of Directors - Member Previous
‘.‘;.5 enoit Graulic ol irectors - Member revious
N B Graulich 12 120120301 20150428 Board of D Memb P
| Lieven Adams 218 7 1119990607 Advisors - Auditor Previous
E_ _‘&g Louis Cherico 46 15711126 305 25 1120160722 20220502 Board of Directors - Member Current
'l: ‘Eﬂ Mylecke Managemert, At & Invest NV 7 120120301 20160425 Senior management - Highest executive Previous
4ia FV Management BVBA 0831614553 15 120120301 20150330 Board of Directors - Member Previous
4 Biover L — LU, UL BEMAEU 1948/4  ACTVe L - INQUSTNal CoOmpanies BB EELaiumM L& - Large i
1 | Iil b
VP Estimated Deal Value Min, VP| Estimated Deal Value Max.
e 700.000 e E
uropean
| VPI-No score - VP - basket {unknown) p

Commission



Hierarchy view of a company

- x | Colntry > x
Country

) Search for Companies ¥

Hierarchy view: CAPITAL DYNAMICS HOLDING AG (Std)
= i . B ~1F Country

[l SWITZERLAND
[cHmna

[ cErRmAnY

[ UnITED KINGDOM
[ L UXEMBOURG
[ unrTED STATES

CAPITAL DY NAMICS
HOLDING AG

e,

-I],EIJ % 1|]|]1|]]z ."I'I]l],ll] 2

2| L b
el
CAPITAL DY NAMICS

CAPITAL DY HAMICS CAPITAL DY NAMICS
CORP CAPITAL OYNAMICS, INC GMBH CAPITAL DY NAMICS AG (HONGKONG) LTD

1000% ooz

CAPITAL DYNAMICS PINE STREET | CAPITAL DY HAWICS
CARITAL DYHAMICE INC GMEH ASTREALLC HOLOINGS LLG LIMITED

_10000%=—10000% 10000%  10000% 10000%

Y ¥ v g Q' @
-!@ . 2 CARITAL DYNAMICS
CAPITALDYNAMICS Uk oL DTNAMIES o associates cel 0 RED ROSE GF CAPITAL DYNAMICS CAETALDYNAICS, L DS AT S . CLEANENERGYAND  CAPITAL DYNAWICS MID-
WMEMEER | LIMITED (UK GF LMITED CMITED LMITED I 5 ; " INFRASTRUCTURE WMARKET DIRECT Il
LIMITED DIRECT Il SECONDERIES Il INVESTMENT
FEEDER A(CATMAN) LP

10000%  10000%

CAPITAL DYNAMICE RED RED ROSE
ROSE INFRASTRUCTURE INFRASTRUCTURE
LP LIMITED

|

ROSE
WIRIDIG ENERGY HARWORTH POWER:
INFRASIRUCTURE LR LIMATED CEENED ATIOAS LIRATER |
28 node(s)

SE W |-G | 2 722% - | Search

European
Commission



Arachne - screenshots Local view of a company

B ARACHME - Risk Scoring Toal {Arachne Serves PROD)
File S’Dateuchad }, Entines LRelabors |T] Dashboards [« Case management Ex-AnteRisk  Hstory Parameters  WWindows
| ®8 Arachne Chent introduction | ] Prajects |13 Search for Companies - B Local view: INFORIESGOS SA | - |

g Welcome window
Local view: INFORIESGOS SA

- . Ly
i Yourcusrert profike
« Changs your pasawond Eacificlnyeatrant iz |rbem ational CQUI‘I[I")I'
& Diszeonect bdanagered Tg Lo i Country
50,00 % m-
| Eale=tycty
£3 Case managemant [ R
{] Home page case management | Bl
] Statisics
[ LrTTED KINGDOM
[ LTS STATES
INFORIESGOS 50
ESASEZIUTES e
Averida Arsgs. 2 Be Ert -
o 9 @
e SedescoSonion  Gedsiduchata
+34 363581300 EpainSa 1
= |
|
st s oMy UBE  twx  Twx BOET sswE  aspx
| ..
| = !
o o e i
‘ ‘ ‘ ‘ \ Gedespago B A
Gedescnche Sa Urgidlis 5 foveeist Cillactor 51 Echles )
1 IHzdderranes S 50,00 %
SLD0 %
10000 % 50:00.%
\."r
e ‘ ‘ Gedasen Serios
nforzsgos SA SinFazasgs Sl lcond Y
21 nodes. [ Z5 links )

Bk e | i063% = Tey »Semeke[|  |®|«€@-
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Affinity view of a person

T, Search for Companies |1 Managers for CAPTTAL DYNA... '3 Affinity view: William John ...

Affinity view: William John Gripton

o

and Jshn

aurovic
=Tino Albern

-

= Haimut Frahse

= : ' | ] E
W KT

237 visible nodes (281 companies | 40 people}
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Projects dashboard

W3 Welcome window V171 Projects - X
Projects
Wember state = (Fake courtry)

L& - = Y
Name (generic) Project 1D Case status ;—, i E E ,—E Project type Member state Managing Authority Operational programme | Project Status Project Cost
2 22 | ¥
& o)
¥ [ FAKE-Project-102/08 FDVC 01.03.01-01-002/08 - .f’_) - -1 2@ 0@) 4& Energy eff. Urban (Fake country) Ministerie 2 9999XA39CK001 Closed 1.331 333,81
FAKE-Project-024/09 FDVCDW 03 .02-00624.-'55 - @ 21 8@ 503 250 400 21 ESF (Fake country) Ministerie 2 9999XA2990CK001 Closed B77.286,50
FAKE-Project-044/08 FDVC.01.03.01-00-044/08 i o) 210 16@ 350 13@ 48 ESF {Fake country) Ministerie 2 9995XA89)CK001 Closed 256.853, 84
FAKE-Project-supsrvision ] FOVC 016 - ) - @ -3 2oy 33§ 4é Solidwaste {Fake country) Ministerie 10 9999XA0KK001 Closed 50,00
FAKE-Project-060/02 FDWVC.01.03.01-00-060/08 & o - - 28/@ 6l 35- (Fake country) Ministerie 2 S099XATIIO00T Closed 953.523, 46
FAKE-Project-003/08 FDVC.01.01.00-00-003/08 - {45} 6@ S0 T 0 27 Energy eff. Urban (Fake country) Ministerie 1 9999XAZ99XX002 Closed 2E.800.082,00
FAKE-Project-023/08 FDVC.01.03.01-00-023/08 C a) 20@ 0@ 3@ 0@ 44 ESF {Fake country) Ministerie 2 9595XA383XH001 Closed
FAKE-Project-045/09 FOVC.01.02.00-00-045/09 - 5] o S0 2ol 10 35 Rail {Fake country) Ministerie 2 9999XA99XK001 Closed 50.634.270,00
FAKE-Project-SME4 FDVC.008 - ) -0 2@ & 36 33 SME (Fake country) Ministerie 10 9099XA299CK001 Closed 12.345,00
FAKE-Project-002/08 FDVC.01.03.01-00-002/108 - 9] i00g e 0@ 0@ <& ESF (Fake country) Ministerie 2 9999XAI99001 Closed 1.821.233,81
FAKE-Project-258/10 FOVC.01.02 01-00-258/10 Assigned () -@ 560 20 o) 35 Energyeff Urban (Fake country) Ministerie 2 5O99XAISTKO01 Open 2 253 724,00
FAKE-Project-ExtProv FOVC.017 - e -0 —ig 133 33 36 Solidwaste {Fake country) Ministerie 11 9999XA990XX001 Closed 50,00
FAKE-Project-012/08 FDVC.01.01.00-00-012/08 £ G - - 28 23 3z- (Fake country) Ministerie 1 5099XASSHC001 Open 187.000.000,00 | _
FAKE-Project-007/08 FDVC 01 .01 00-00-007/08 - 1) - -i@ io0@@ <0 21- (Fake country) Ministerie 1 9999XAI9CN01 Closed 4.140_ 621,02 1
FAKE-Project-027/08 FDVC.01.02.01-00-027/08 - () - -3 zil@ 6 42 ESF (Fake country) Ministerie 2 599X AITNO0T Closed 261.241,84
FAKE-Project-188/09 FOVC.01.03.01-00-188/09 - 145 - -@ 35w 0 36 - {Fake country) Ministerie 3 9999XA95)C002 Closed £99_852,00
FAKE-Project-137/09 FDVC.01.03.01-D0-197/09 - O z3g@ s00 28D -@ 1000 20@ 61 32 \ater waste ! supply (Fake country) Ministerie 3 S999XAS99001 Closed £E.340,00
FAKE-Project-407/08 FOVC 02 02 04-00-007/08 - O 230 - - - —-@ 1o0@ 4003 =21 ESF (Fake country) Ministerie 58 9999 A399K001 Closed 4.000 140 621,02
FAKE-Project-020/03 FDVC.01.02.00-00-020/08 - @ 220 0 128 o S0 =21 ¢& 26 Rail (Fake country) Ministerie 2 5999 A9TCN001 Closed &4.359.530,00
FAKE-Project-046/08 FDVC.01.03.01-00-046/08 - O 22D 26 0@ 15@ 0 zalg i) 32 Rail {Fake country) Ministerie 2 9999XA399X001 Closed g2g.132,00
FAKE-Project-003/08 FDVC .01.01 00-D0-003/08 - & 210 - -0 - -3 250) 1z() z2€ Energy eff Urban (Fake country) Ministerie 1 9955XAS95C001 Closed 35 %00 082,00
FAKE-Project-011/08 FOVC.01.01.00-00-011/08 - @ 210 5@ 120 20 2850 2259 6w 37 ESF (Fake country) Ministerie 1 9999XAIIRHKO0T Closed 1.110.004,00
FAKE-Project-026/09 FDVC.01.03.02-00-026/09 - @ 2@ 1l 88 - 15 =22 0@ 46 Road (Fake country) Ministerie 3 9999XA9MO01 Open 3.558_447,88
FAKE-Project-003/09 FDVC.01.02.00-00-003/03 - & 2000 28@ 8@ 15 - e o) 28 ESF {Fake country) Ministerie 2 9999XA%99)X(001 Open 5.677-577,00
FAKE-Project-22610 FDVC.01.03.01-00-226/10 P G 200 -@ -@ -@ -0 =@ @ =- (Fake coutry) Ministerie 3 9959XAS09XX001 Open 1.517_167, 00
FAKE-Project-232/10 FDVC.01.02.01-00-232/10 - @ 209 ) - - -3 258 0y 36 - (Fake country) Ministerie 2 9999XA9990CK001 Qpen 1.130.262,00
FAKE-Project-254/10 FDVC.01.03.01-00-254/10 - @ 200 - - - - 25i@ ey 37 ESF {Fake country) Ministerie 3 5999XAS99XX001 Open 2.262. 844,00
FAKE-Project-SME1 FDVC 005 - o 200 - 21 -3 25 4@ 1o 40 SME {Fake country) Ministerie 7 9595XA395)3¢001 Closed 788 _T8E, 00
FAKE-Project-253/10 FDVC.01.03.01-00-255/10 E @ 19 - - - -0 z25@ 6 34 ESF (Fake country) Ministerie 3 S09TXAZIN00T Open 254.833,00
FAKE-Project-008/10 FDVC.01.01.00-00-008/10 - @ 180 25@ 7 1600 23@ 5 133 35 Water waste/supply (Fake country) Ministerie 1 9999XA2990CK001 Qpen 2.648.581,00 —
FAKE-Project-015/08 FDVC.01.01,00-00-015/08 - @ 180 26 13 () 2500 180@ 1 40 Road {Fake country) Ministerie 1 5999XAS99XX001 Closed 7.857.360,00
FAKE-Project-150/09 FDVC.01.03.01-00-150/09 E 2 120 -@ -2 -@ o0& 5@ 0@ 37FRd {Fake country) Ministerie 3 9995XA359)X002 Closed 552303, 00
FAKE-Project-37011 FDVC.01.02.01-00-370/M1 - @ 189 - -@ 10@ 7 25@ 4@ 37 Solidwaste (Fake country) Ministerie 2 9099XA3990XK001 Open T84 .470,00
FAKE-Project-link-subCentractor FDVC.000 - @ 139 - - - -i@ 10{3 25() 21 Road (Fake country) Ministerie 3 9999XA399XX001 Closed 4.582,00
FAKE-Project-sanction03 FDVC.004 - @ 12 - - - - i) 15() 35- (Fake country} Ministerie & 5393 AS55XX001 Closed 45 _€86,00 o
& |0 1 [[#= T | Records/page 40 e 14 1 3 M| e
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Projects dashboard

I =
Narms furanc) T | &% 557 3 S5

§ BE di8 - 25

Q (<) =0 |, g

0 23@ 16 2@ -@ @ 0@ 109 10@ i@ 0@ 100
ega usposabljanja 2016-2021 BIC LY 0 =23@ 160 33@ -@ i0@ oW o oig o oig 10§

O 2309 16@ 156@ -@ 0@ i10@ o o 0@ o 0@

) 23 33 18@ - 208 10§ 106 0@ o =] oG
dlant nad Ostravici D 23l @ 20@ -@ 0@ 0@ 0@ 0@ 0@ ol o@ o@ 101
a 5pS Poficany, . faze o =23(3 =250 =250 -@ i5@ o@ 1000 5 0@ 0@ 0@ 0@ of
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Arachne - screenshots Risk indicator details
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Risk indicator details
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Arachne - screenshots

a ARACHME - Risk Scoring Tool (Arachne Server PROD)
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Risk indicator details

Actvity changes
MName changes

Beneficiary Name Project type | Member State
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Risk indicator details

World Compliance entry #5659138 Involvement in enforcement lists

Name To
Source EE-Court
Catego Enforcement Sub-catego SecuritiesFraud
Egon! =oon HresrE World Compliance entry H1924178
Posttion(s)  Fined with EUR 500,000 for market manipulation - October 23, 2012
- Name D wi
Date 270113 3
4 Source Securi issian
Remarks
Acconding to postimees ee; May 30, 2013; On May 17, 2013 the Supreme Court of Estonia upheld the decigion of A Category E Sub-category Fraud
Tallinn Circuit Court, which found quilty of market manipulation.<br/> <br/>According to Estonia-Courts;
October 29, 2012: On October 29, 2012 major sharsholder of 3 real-estate company. was found guitty Postion(s}  Agreed to pay - July 22, 2010
of market manipulation in Tallinn Circut Court and fined with EUR 500,000. In 20039, and former i L
bank’s stockbroker were accused of manipulating the shares of a real-estate company with the aim of lowering the Date 20180502
market price of the shares and afterwards, acquiring the shares for less than market value. For the ultimate goal t
of the manipulation was to take over the company. According to the charges, . who acted as an Remarks
authorized representative of his wife, orderec i's stockbroker during July 14-21, 2008 to sell real-estate According to the |1 5 Serinities and Exchange Commission; July 22, 2010: On July 22, 2010, the Commission fileda |
company’s shares in his wife’s nomines account -large amounts at the time and with increasingly lower price. B |complaint against with failing to disclose material information to investors and using fraudulent |
sold approximately 500,000 shares, resutting in an artfficial price fimit and a negative PrEsaEe Ol the share price. As a il [accounting to make t talsely appear that the compary was consistenthy meeting Wall Street eamings targets and
result, stock traders were led astray about the real market value of real-estate company’s shares and the share price | | |reducing s operating expenses. The SEC also charged man and CEQ and others for their
] 3 |roles in the disclosure violations. <br/><br/>The SEC's complaint alleges that and other defendants
Media links A |misrepresented the basis for the company's ability to consistently meet or exceed consensus analyst EPS estimates
http://arileht deffi.ee/ {=65754469 A | [from fiscal year 2002 through fiscal year 2006. Without the Intel payments, would have missed the EFS
] - ) 1 |consensus in every quarter during this period. The complaint failed to disclose matenal information to investors and L
hitp://dea digar.ee/c & PN Tl AU T A——st =1l 7 |used fraudulent accounting to make it falsely appear that was consistently meeting Wall Street eaming targets I
http://f pmo ee A/200 B |and reducing its operating expenses. consented to settle the SEC's disclosure charges.,
1 |without admitting or derying the SEC's allegations, to the entry of an order that permanently restrains and enjoins from |, ¢
hittp:/“majandusdd pe nipulatsioonis-guudi d
http://news postimes . stion-werdict-against-
htto:/fuudised em.ee.
e | World Compliance entry #5904900
<
| e
Source
Category Sub-category

ank fraud and eml

3 Postionis)  In
| Date 20174072
Remarks

According to the Prosecutor of the Republic of Bulgara; July 20, 2017: On July 20, 2017 the Snenialized A
1 |Prosecutor’s Office submitted an indictment to the Specialized Criminal Court against for
organized crime, bank fraud and embezzlement for the so called Corporate Commercial Banke (KTE})
case.<br/><br/>According to the Prosecutor of the Republic of Bulgana; February 22, 2017: The Specialized
Prosecutor's Office finished the investigation in the so called Comporate Commercial Bank (KTE) case and finglized the
charges against 18 individuals including is charged with organized crime, bank
fraud and embezzlement .«<br/><br/>Acconding to the Prosecutor of the Republic of Bulgana; Aprl 08, 2015: The
Sofia City Prosecutor's Office brought charges of mismanagement against in the Corporate
Commercial Bank (KTB} affair .-as auditor from KPMG Bulgaria in charge of auditing KTE., iz accused,
during 2009 - 2014, of deliberstely aiding the bank's exscutive directors in not taking enough care for managing and
safequarding KTB's assets, which resulted in @ considerable damage for the bank causeda |,

European
Commission



Welcome window
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|(4) Project risk score evolution
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" ju v oblast participativnei vergjnych palitik Eﬂ;’ ] 156 10 s SLOVAKIA 20145K05SFOPO01 Open 2.350.326,03
O Last weekc drub T cové r UL ° = @ 5@ 10 mm SLOVAKIA 2014SKOSSFOFO0T Open 38E.564,04
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Arachne - screenshots

Risk evolution screen
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Risk historization screens

Histerical risk indicators

Situation 27/04/2018 Situation 25/05/2018 i

l.A.

Search A Search ]
; Cperational Programme 12014 Type Operational Programme 12014 - Type
. (@) Project @ P
Praject Mame Digit .faza | Project|D 4 s - Project Name Digitie oo fiza * | ProjectID 3 s H
Contract name MakL: = 1prep i Contract ID &7 % Gt Contract name Mak lpre D Contract ID 67 = Oc¢
Mame Valug Descriptior Mame Value De:
'_' Overall score O 20. Cverall score El Crverall score .CJ 33 . Cverall score ]
g Procurement Overall Score O 16 Procurement Cverall Score Procurement Overall Score I[:J 38 Procurement Overall Score
i Contract Management Overall Score t:) - Contract Management Overall Score Contract Management Overall Score (__\ 30 Contract Management Cverall Score i
@ Eligibility Overall Score Q 10 Eligibility Overall Score T | @ Eligibility Overall Score 10 Eligibility Overall Score F
1B Performance Overall Score [ - Performance Overall Score Performance Overall Score - Performance Overall Score
£ Concentration Cverall Score @ 50 Concentration Overall Score Concentration Overall Score 50 Concentration Overall Score
Reasonability Overall Score C) 21 Reasonability Overall Score [# Reasonability Overall Score (__') 21 Reasonability Overall Score
f E Reputational & Fraud Alerts Overall Score T.-D '.-‘.I Reputational & Fraud Alerts Overall Score | & Reputational & Fraud Alerts Overall Score Q 45 Reputational & Fraud Alerts Overall Score
] Beneficiaries with invalid VAT number .O -. Beneficiaries with invalid VAT number L] Beneficiaries with invalid VAT number @ - Beneficiaries with invalid VAT number I
F High ordeteriorating propensityto bankruptcy ) - High ordeteriorating propensity to bankruptcy E i High or deteriorating propensityto bankruptcy [~ 20 High or deteriorating propensity ta bankruptg®
High ordeteriorating rating compared to sector benchmark ) - High ordeteriorating rating compared to sector bencr'ip‘: High ordeteriorating rating compared to sector benchmark [~] 5 High or deteriorating rating compared to sectc:
:‘: High financial ratings of associated companies & - High financial ratings of associated companies :‘:g High financial ratings of associated companies @ 4 High financial ratings of associated companies;
] Mon filing of annual accounts @ 0 Mon filing of annual accounts i.FO Mon filing of annual accounts @ 10 Mon filing of annual accounts
[ Difference between project cost and annual turnover @ - Difference between project cost and annual turnover ofFQ Difference between project cost and annual turnover @) - Difference between project cost and annual tur
T Praoject cost vs number of employees @ 7 Project cost vs number of employeses iFO Praject cost vs number of employees @ 7 Project cost vs number of employees
i Links between beneficiaries/project partners =] 0 Links between beneficiaries/project partners T Links between beneficiaries/project partners ] 0 Links between beneficiaries/project partners
:I Links between beneficiaries/project partners and contractors/Conso.. () - Links between beneficiaries/project partners and ccuntr::FD Links between beneficiaries/project partners and contractors/Consor.. @ 0 Links between beneficiaries/project partners an
| Links between beneficiaries/project partners and subcontractors [} - Links between beneficiaries/project partners and subcqm Links between beneficiaries/project partners and subcontractors @ - Links between beneficiaries/project partners ar
i Links between contractors/consortium members @ - Links between contractors/consortium members 1o Links between contractors/consortium members [} 3 Links between contractors/consortium membe
1 Links between contractors/consortium members and subcontractors (&) - Links between contractors/consartium members and Rige Links between contractors/consortium members and subcontractors () - Links between contractors/consortium membel
Directors/owners with high number of mandates @ - Directors/owners with high number of mandates Be Directars/owners with high number of mandates @ 5 Directors/owners with high number of mandats
: Registration of multiple companies on same address ] 3 Registration of multiple companies on same address :Eg Registration of multiple companies on same address [ 5 Registrationofmultiplecom.[.:.anieson sameac
Invalvement of directors/owners with bankruptcies i) - Involvement of directors/owners with bankruptcies Q) Imeolvement of directors/owners with bankruptcies =] 0 Ii'.\\.u..alvemen’c o.f.l.iirectorsiowners W|th bank-rup.t
'_ Invalvement of directors/owners in sensitive regions @ - Imvalvement of directors/owners in sensitive regions @ Irvalvement of directors/owners in sensitive regions @ - [ Imvalvement of directors/owners in sensitive ;';'ﬂ_
f Incarporation in sensitive regions [ 0 Incorporation in sensitive regions Incarporation in sensitive regions [} 0 Incorporation in sensitive regions
fi Group involvement in sensitive regions ) - Group involvement in sensitive regions E Group invalvement in sensitive regions [~ 10 Group involvement in sensitive regions £
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I Use of PO box address @ 0 Use of PO box address :l: Use of PO box address @ 0| Use of PO box address
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Surrounding view of a person

Surrounding view: Stanislav
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Arachne - Stakeholders and users

Current users: :

« Managing Authorities / Paying Agencies in the Member States are the core

users
: '

« DG REGIO, DG EMPL and DG AGRI - Auditors of Shared management

« MA's / PA’s can grant access to their:

» Certifying Authorities I

!
> Audit Authorities '

[

‘\‘i‘ﬁ
> Intermediate Bodies

« OLAF and ECA have no direct access but can ask for info only in
exceptional and duly justified reasons

Potential future users:
« Other DG's / Agencies
 Direct management in EC
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More info on Arachne
webpage

http://ec.europa.eu/social/main.j
sp?catld=325&intPageld=3587&l
angld=en

Related documents
Feedback loop (2017} | PDF
J What is new in ARACHNE v2.0 (2017) | PDF
| ARACHNE Charter (2015) | PDF
ARACHNE — Frequently Asked Questions (2016) | PDF

" | Opinion of the European Data Protection Supervisor (2017) | PDF

Arachne - Be distinctive

Search

European Commission » Employment, Social Affsirs & Inchusion > .. » Fundfing > Europes:

Employment, Social Affairs & Inclusion

spomemscscoms - ARACHNE RISK SCORING
What is ARACHNE? TOOL

Which procedure i5
followed to calculate risks?

What kind of information §s
processed?

What is the legal basis?

What are the benefits for
the managing authorities?

« What are the benefils fr the MEnagmg authoribes
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' Any questions?



