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Process Mining Safari

« Case study 1: process mining as a new form of data representation
* EU public consultations, a relatively simple case

« Case study 2: process mining for conformance checking
 Audit of EU agencies, a bit more complicated
» Getting the data, extracting from pdf files, data protection
« Adding calculated fields in the event log
 Fluxicon disco vs. Prom6

« Case study 3: exploratory process mining in ,big data”
« CA Service Desk manager database tables
« Text mining methods for making sense of process data




Process mining in the government sector

https://fluxicon.com/blog/2018/12/case-study-government-process-mining-in-the-brazilian-executive-branch/

- - @
http://romualdoalves.com/ GOVERNMENT Inspiration for using

decretos-2015-a-2018-

poc-text-mining/ PROCESS process mining in

performance audit.

MlNlNG IN THE It made me try PM
BRAZILIAN on the sudt on
EXECUTIVE public consultations.

BRANCH Process data is

everywhere!

Summary
Tha Federative Rapublic of Brazil |s the fiftn langaest country n the word in fand ares [1L sban in
popuistion, with mors than 200 milken Inhaotants [2], end one of tha ten

major world sconomées [3]. Dus to its legal natws, Brezil has severs’ = ‘Proceso mising
forma! processas for the pregaration of standards, away from the ldea of :”*M"'
e common tEw. Sinca the date of the promuigstion of the Braziian

currant Gonstitution, In 1883, untl saplemisr 2018, hava bean adited z

Ravesid
more then 163.000 fecsral rulse [4], Incisding 88 constituticnal Bottiansris ke tn
=amenaments [E]. This number becomas very significant when comparsd redesign o intemal
10 other countriss. The American Conetitution, for sxampls, nas only 27 administrative
amenamsnts (8] in over 230 yeare of existance. All this legal framework i
governs the iives of millons of citizens, which makes resvent the task of
diagnesing Impesfactions In the federal reguistory process, Sincs small ] x:‘:":ﬂh
improvements can generats profound poesthve Impact In the lives of the aimation io
Braziian paogie. Actording to Dav Lage [7. “tha degree of deday In HUstrate e

dhynamic fiow




Process Mining

for performance audit

Case study 1:

European Public Consultations




Process Mining Safari Part 1: playing it safe




Audit case

« Audit question: How are public consultations implemented by the
Commission?

« Dataset: Excel file about the various steps of public consultations and their
start dates

» Business need: visualise the relative durations of PCs compared to each
other and show deviations from the ,ideal” process path
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Input data for process mining

Cons_ID Event Start End_theoretical

PC-10 Survey (National Authorities) 2014-09-01 2015-02-01

PC-10 Conferences 2014-11-01 2016-03-01

PC-10 Expert/focus groups 2015-03-01 2016-02-01

PC-1 Roadmap 2015-05-07 2015-06-04 Open pu bl |C

PC-18 Survey (other) 2015-06-26 2015-09-01 .

PC-11 Roadmap 2015-07-23 2015-08-20 consu |tatI0nS
PC-20 Roadmap 2015-09-28 2015-10-26 events and

PC-11 Expert/focus groups 2015-10-01 2016-05-01 Sta rtlcompletlon
PC-10 Workshops 2015-10-01 2015-10-31

PC-5 Roadmap 2015-11-30 2015-12-28 dateS for eaCh event
PC-12 Roadmap 2015-12-08 2016-01-05 within an OPC.

PC-19 Roadmap 2015-12-08 2016-01-05
PC-10 OPC 2016-01-12 2016-04-04

PC-8 Roadmap 2016-01-18 PI’OCGSS data 1S

PC-9 Conferences 2016-02-01 eve rywh ere!
PC-11 OPC

PC-11 Survey (other) 2016-05-31

PC-1 OPC 2016-06-01

PC-20 Interviews 2016-03-15 2016-08-24

PC-14 Expert/focus groups 2016-04-01 2017-04-01
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Tableau viz, pretty close, but static, concurrencies shown as
overlaps

Ewvent type

R

Timeline of Events (normalized to OPC end date) (no labels o>
(sl

Ho Canferences
P25 Experifocus groups
(| Factusl summary re
I l Frterviews
Legisiative sroposal
- I E] Public consultation
B Roadman
] ] SME pancls
- Survey (Nstionsl &
l Survey [other)

i i Synposis FepOrT

- Werkshops
- | Event type

i | M Factun! summary res
(I M Legistative proposal
] M Publiz consultation
W Bosdmsn

- . Synposis report

Data protection lesson
1: DO NOT show
anything that is
considered to be non-
public or proprietary
information

Caplian

inthe middle |s the END date of the sublc consubtation. The nurmber of days since the start of the DPC is shown in the tooitip (positive en the right and negative o

ad o remave the bottom asis tnbal, because a GANTT-chart can onby contaln real dates and the normalized datevalues would have been misleading
Timeline of Events (normalized . Timaline of Events (normalized £, Timedine of Everts (normalized & Timekine of Events (normalized...
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Full OPC process (spaghetti)




Simplified OPC process (layered, ,Jasagne” process)

— O . Disto




Process conformance checking on automatically inferred model

Public Consultation Data Select visualisation » ()

Inductive Visual
Miner plugin in ProM




Process conformance checking on automatically inferred model

F3
26 e — B S 26 "'“i-.l;‘ 75 R — ?ﬁ "ﬁt
———a 77 ir 23 15 fj"_"'u'

3 OPCs didn’t have a synopsis report

2 OPCs had additional steps after the legislative proposal
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Lessons learned

There’s process data everywhere

ProM/Disco is suitable for visualising performance audit results

Replaying the log on the process model adds the time dimension by
animating the path of the traces in the model

A great way to communicate complex ideas quickly. When | demonstrated it
to a visiting delegation, they immediately spotted the fact that two
consultations didn'’t finish at the legal proposal (no need for prior briefing).
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Audit of EU agencies

Visualising and conformance checking
of agency payments
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Process Mining Safari Part 2: a closer look at the beast




Audit case

 Audit question: How can we automate the audit of EU agencies’ payment
processes?

« Dataset: the EC’s accounting system has all the required data for certain
types of agencies, but there are obstacles to directly getting the data from
the database tables

« Business need: visual representation of the process workflow highlighting
process deviation and non-compliance with duty segregation and deadlines
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Small detour (between rock and a hard place)

Business - ome. W ) R 5 T |T people and
area / audit AT AL e database
chambers - o B 3 experts

ECALab /
data
scientist

SRPATL )
T oo - EUHOIEAN
COURT
¥ OF AUDITORE



Small detour (between rock and a hard place)

Data
W | protection
AT \ officer
1\

Business
area / audit
chambers

. IT staff and
ECALab / database

data experts
scientist




Access to data + data protection concerns

« Read-only access to the raw database of the Commission
* Not much use without a data dictionary
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Relational database model

Purchase Order Sus ooy Cust A Tati
B okt hiiBar & customer number ustomer_Asscciation
" &sstreet &identification
&sshipping date Bocity Exdescription
%tomty " &zip code &:customer number
Q}tGSFIEEt 0. &:phene 1.15 1 &:percentage
Botozip &xcustomer name
1 ﬁ &
Person Company
&:personlD Estype
1..20 Exdiscount Btaxes
OrderLineltern
&&line number
Ezproduct
Exquantity
1.* Stock
Exquantity
&:date
! Store
Products &slocation
&:preduct number Ecapacity
Edescription Bstreet
Esprice 0. 115\ Gcity
&zip code

EUHGITEARN
3 poet
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What you are likely to get for process mining

Purchase Crder Customer

& order number
&shipping date
Sptocity

Estostreet Q.

&tozip

Customer_Assocj
&identification
Exdescription
Q)c ustomer
&percent

&personlD
1.20 Exdiscount

OrderlLinettem
&line number

&sproduct
& quantity

1..% Stock

Exquantity
Rdate

1

Products
&sproduct number
&description

Roprice Q.

Store
&slocation
&scapacity
&street
1..15 Qcity
&:zip code

EUHGITEARN
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What you are likely to get for process mining

Customer_Associgtn

Store

Purchase Crder \ Customer
&sorder number &AW stomer number
= :
shipping date 5
%toc?tg ? Rpcity
Estostreet 0.* 1 &zip cd
Botazip &sphone
&scustomer
| 4
Perscn
&personlD
1.20 Exdiscount
OrderlLinettem
&line number
&sproduct
& quantity
1..% Stock
Exquantity
deate
: 4
Products
&sproduct number '
&description
Roprice 0. .15

&location
&scapacity
&street
ity
&:zip code

&identification
Exdescription

Q)c ustomer g
&spercenta

ber

Data protection
lesson 2: Stay
away from
personal data as
much as possible!!




What you are likely to get for process mining

Purchase Crder Customer

& order number
&shipping date
Sptocity

Estostreet Q.

&tozip

Customer_Assocj
&identification
Exdescription
Q)c ustomer
&percent

&personlD
1.20 Exdiscount

OrderlLinettem
&line number

&sproduct
& quantity

1..% Stock

Exquantity
Rdate

1

Products
&sproduct number
&description

Roprice Q.

Store
&slocation
&scapacity
&street
1..15 Qcity
&:zip code
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What you are likely to get for process mining

Purchase Crder
&:order number
&sshipping date
@stocity - —
Estostreet i

Estozip

1..20

OrderlLinettem

&&line number
Ezproduct
Exquantity

1.7

1

Products
&:preduct number
Edescription —

Esprice




Access to data + data protection concerns

« Read-only access to the raw database of the Commission
* Not much use without a data dictionary

» Access to data warehouse
« DW reports (that I've seen) do not contain workflow information
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Access to data + data protection concerns

« Read-only access to the raw database of the Commission
* Not much use without a data dictionary

* Access to data warehouse
« DW reports (that I've seen) do not contain workflow information

« Data may only be accessible through pdf exports
* No meaningful database connection or custom legacy systems

Page 26



Access to data + data protection concerns

Read-only access to the raw database of the Commission
* Not much use without a data dictionary

Access to data warehouse
« DW reports (that I've seen) do not contain workflow information

Data may only be accessible through pdf exports
* No meaningful database connection or custom legacy systems

Dataset contains user IDs and agency names
* We are allowed to process such information for audit purposes, but |
cannot show you real data in my presentation
* | created a synthetic dataset based on the original, fully anonymised,
with fictional agency names, and added some fictional anomalies

Page 27




Audit of EU agencies

Information extraction from pdfs

Page 28




Why?

* PDF is evil. Although it is called a PDF “document’, it's nothing like Word or
HTML document.

 PDF is more like a graphic representation. PDF contents are just a bunch of
instructions that tell how to place the stuff at each exact position on a
display or paper.

* In most cases, it has no logical structure such as sentences or paragraphs
and it cannot even identify a text box properly.

* PDFs require a disproportionate amount of resources to extract data in a
structured format.

« PDFs are not meant for electronic processing. They are meant for printing!

Page 29




Information extraction pipeline

Pre-process
documents

Perform
pattern
matching

- Regqular expressions
- Linguistic features
- Always corpus specific




Agency payment transactions
i R e S

European Commission
Directorate General Budget

Doc. List Date L Doc
AUT 18122017 Note
Bud
AUT 11/01/2018 COM
Mon -
AUT 18/06/2018 COM Commitment Level 2
Mon
AUT 261072018 CON
ABAC Internal Key
Applicatie Regulation
Central Key
Type
Payment Class
User Reference
O Responsible User
Sleeping Commitment (Y/N): N File Reference
Project
Prop. FOC ILC
Proposed FDI
Contract Sign. Date
Exceplion 1o Default FOC ILC
O YR e v £

Reason updating expired FDF respecting Art. 114 FR 2018 :
EDES Justification :MA : Mot applicabla

Date Action Taken Step Desc.
« 20/10/2018  ACCEPT UNATTENDED-AUTOMATIC - AU SAP R/3 - ACCOUNTANT
09:56:23 Workilow ;. Status: FIN Level 100
Model : *** St e
Workflow Org : Remarks [YiN): ¥
Workflow Cent
Comments: Alt
* 29/102018  TECHNICAL ACCEPTANCE - TA SAP R/3 - ACCOUNTANT SAPR3
09:56:25
Model : ** S
Workflow Org
Workflow
Comments: - been accepled with visa FA .

=
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A possible pdf data extraction workflow

e Camelot + pdfMiner libraries for Python
« only works with text-based PDFs and not scanned documents

» each table is a pandas DataFrame, which seamlessly integrates into
ETL and data analysis workflows.

* My recommendation after much sweat and blood:

 use pdfMiner to find and identify the part of the document containing the
table you need

» Use Camelot-py with the parameters you got from pdfMiner to extract
the table

« each dataset requires fine-tuning, exception handling and post-

processing




Python code for data extraction

¥ ABAC process minmg prepiocessorpy X

f ExtractTablefromPOF (pdf file, table title):

~ Abit of hacking is needed to
customise the extraction to the
specificities of the dataset

= 22

HUN

k33

5

In1,Call Spacesd UTF-8 IF Python @ M




DISCLAIMER:

* The data, all agency names, anomalies and incidents portrayed
in this dataset and process mining experiment are fictitious. No
identification with actual persons (living or deceased), positions,
organisations and events is intended or should be inferred.

« Even though the structure of the data closely follows that of the
European Commission’s accounting system, this presentation
does not imply that the EC’s control systems allow for any of the

shown anomalies to occur.




ABAC workflow data

il GCB.2871

'l GCB.2919

ji:) GCB.2919
GCB.2919
GCB.2919
GCB.2940
GCB.2940

F2Y GCB.2940
FE) GCB.2940

Action Taken

07/06/2017 11:55 ACCORD - AC

07/06/2017 11:55 TECHNICAL ACCEPTAMNCE - TA
13/06/2017 11:27 ACCORD - AC

13,/06/2017 17:13 Accepted without verification L2 ex ante

15/06,/2017 14:20 ACCORD - AC

15/06,/2017 14:20 ACCEPT UNATTENDED-AUTOMATIC - AU
15/06,/2017 14:20 TECHNICAL ACCEPTANCE - TA
13/07,/2017 15:23 ACCORD - AC

13/07,/2017 15:23 TECHNICAL ACCEPTANCE - TA
13/07,/2017 1B:54 ACCORD - AC

13/07/2017 18:59 ACCORD - AC

13/07/2017 19:00 ACCEPT UNATTENDED-AUTOMATIC - AU
13/07,/2017 19:00 TECHNICAL ACCEPTANCE - TA
05/04,/2018 09:55 ACCORD - AC

05/04,/2018 09:53 TECHNICAL ACCEPTANCE - TA
05/04/2018 10:55 ACCORD - AC

05/04,/2018 11:01 ACCORD - AC

05/04,/2018 11:01 ACCEPT UNATTENDED-AUTOMATIC - AU
05/04,/2018 11:01 TECHNICAL ACCEPTANCE - TA
26/10/2017 16:22 ACCORD - AC

26/10/2017 16:22 TECHNICAL ACC

e os s Process |og created on the basis of
data extracted from 20 pdf files,
semi-randomly chosen by auditors

07/11/2017 09:51 REFUS POUR CC
07/11/2017 09:51 REFUS POUR CC

Step Desc.

INITIATING AGENT (first)
SAPRS3

VERIFYING AGENT (first)

VERIFYING AGENT [EX-ANTE)

AUTHORISING OFFICER
SAP Rf3 - ACCOUNTANT
SAP R/3 - ACCOUNTANT
INITIATING AGENT [first)
SAPR/3

VERIFYING AGENT (first)
AUTHORISING OFFICER
SAP R/3 - ACCOUNTANT

Persan
AGENTO9
SAPR3
AGENT1S
AGENT30
AGENTO1
WF-BATCH
SAPR3
AGENTA4
SAPR3
AGENT41
AGENT24
WF-BATCH

ISAP R/3 - ACCOUNTANT

Isaprs

INITIATING AGENT (first)
SAPR/3

VERIFYING AGENT (first)
AUTHORISING OFFICER
SAP R/3 - ACCOUNTANT
SAP R/3 - ACCOUNTANT
INITIATING AGENT (first)

AGENTA3
SAPR3
AGENT41
AGENTOE
WF-BATCH
SAPR3
AGENT3S

among various agencies

EUHOIEAN
COURT

Type of assignment Signed As Other Agent Same agents

FA

FA

FA

FA

FA

FA

FA

AGENTAS

AGENTO1

AGENT44

AGENTA2

AGENTA3

AGENT42

AGENT3S

Model
Light version + 2A Level Ex Ante
Light version + 2A Level Ex Ante
Light version + 24 Level Ex Ante
Light version + 24 Level Ex Ante
Light version + 2A Level Ex Ante
Light version + 2A Level Ex Ante
Light version + 2A Level Ex Ante
*** Standard WF ***
*** Standard WF ***
*** Standard WF ***
*** Standard WF ***
*** Standard WF ***
*** Standard WF ***
*** Standard WF ***

Calculated field, shows if
the same agent used

another function

OF AUDITORS

Light version + 2A Level Ex Ante

Light version + 2A Level Ex Ante




ABAC workflow data

Frequency based display,
the darker the more
frequent

REF S POWR CORR BECTION - +3, -3

l HRFLS FOURC CRARCTI 0 - 50+ 0 FrnG ASERT Bl ]
B

—— o Full process model based
on 20 transactions. Looks
good!




Displaying mean duration, ABAC workflow data
with minimum duration as [mm.ﬂ%ﬁm,_.]

a secondary metric. /, 5 / \

Outliers are interesting! P

Z1hm l Blams | 126 him [
ACCORD - ACHYERE YIMG AGENT (st REF LS FOUR CORRECTION - S0=54AF /3
) G may (i)
E = L |
/
L2 s S \ mrs.
% Fi
Gsa

[ REFUS PO CORRRCTICN - B0 R FYG AGERT i

Durations: first step of
performance checking




Compliance check: segregation of duties

W Fiters by subseguences

Filter by: [ﬂc_tiyinr - J Reference event must be Lgventggl!y followed 5 ] by a follower event.

Reference eventvalues: (1 of 13 selected) Follower event values: {1 of 13 selectad)

X 18

ACCORD - AC+AUTHORISING OFFICER

ACCORD - ACHVERIFYING AGENT (first)

Accepted without venfication L2 ex ante+VERIFYING AGENT (EX-ANM] ACCORD - ACHMNITIATING AGENT (first)

REFUS POUR CORRECTION - SCHNITIATING AGENT (After REFLE ACCORD - ACHVERIFYING AGENT (first)

REFUS POUR CORRECTION - SCHNITIATING AGENT (first) Accepted without verificati

Follower filter in Disco. As
an auditor, you are looking
for non-compliance, so you
filter for the occurrence of
the anomaly (you want to

REFUS POLR CORRECTION - SC+5AP Rf3 REFUS POUR CORREC

REFUS POLUR CORRECTION - SC+3AF R/3 - ACCOUNTANT REFUS POUR CORREC

REFUS POUR CORRECTION - SC+HVERIFYIMG AGEMT (first) REFUS FOUR CORREC

00000 0 Oy
00000 0 9Ly

TECHNICAL ACCEFTANCE - TA+SAF R/3

see the risky population)
Require [ the same valug _#] of [ Resource ¥ J for each pair of events matched above.
[ Time hetween matching events must be | shortel | than | 0 millis ¥

EUHOIEAN
COURT
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Compliance check: segregation of duties

I. L bD. L9004
Case with 24 events

GCB. 2954
24 events

[ T > Everts 24
Start 22112017 11:09:00
Duration I 1 year, 6 days I

I I-?E'SDLII'CE

Violation of segregations of
{ITIATING AGENT (first) AGENT13

duties occurs twice in the EPTANGE - TA*SAP RI3 M Agent 5 acted as verifying
population, and at the ERIFYING AGENT (irst) Rl

AUTHORISING OFFICER et AND authorisin g officer.
DED-AUTOMATIC - AU+SAP RI3 - ACCOUNTANT .
same agency, and for EPTANCE - TA*SAP R/3 - ACCOUNTANT Maybe he just wanted to
ITIATING AGENT (first) AGENT12

cases having a total EPTANCE - TA*SAP R/3 el speed up the closure of

duration over a year ATHORISNG OFFICER el |ong cases?

DED-AUTOMATIC - AU+SAR RI3 - ACCOUNTANT

8 | TECHNICAL ACCEPTANCE - TA+SAP Ri3 - ACCOUNTANT
19 | ADCORD - AC+INITIATING AGENT (first)

TECHNICAL ACCEPTANCE - TA+SAP R/3 MR un
“TACCORD - AC+VERIFYING AGENT (irst) 28112018  16:05.00

AD[I}R.D .AC+AUTHDRISING OFFICER 28 iE] 2{]1 B 16:10:00

ATTENDED-AUTOMATIC - AU

24, TECHN]C.&LACCEF‘TANCE TA+SAP RI2 - ACCOUNTANT SAPR3 281‘12{]18 151000 _TEQHH[w_ﬁQQEPTMQE-Tg_ L
- L4

ELHOIMEAN
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Compliance check: suspiciously short approval times

WT  riters by subsequences

Filter by: LActiuit]r ¢J Reference event must be Leventuallyfullnwed #] by a follower event.

Saisials cathish = N S Y =4
I- & ACCORD - ACHVERIFYING AGENT ffirst) ‘ @ ACCORD - AC+AUTHORISING OFFICER
E Accepted without verification L2 ex ante+VERIFYING AGENT (EX-AN | -6 ACCORD - ACHNITIATING AGEMT (first)
€ REFUS POUR CORRECTION - SC+INITIATING AGENT (After REFUS | € ACCORD - ACHVERIFYING AGENT (first)
@ REFUS POUR CORRECTION - SCHNITIATING AGENT (first) ey Use the Follower filter and
€ REFUS POUR CORRECTICN - SC+SAF R/3 €@ REFUSF set a time limit. You can
€ REFUS POUR CORRECTION - SC+SAF R/3 - ACCOUNTANT € REFUSP stack filters on top of each
€ REFUS POUR CORRECTICN - SC+VERIFYING AGENT (first) | € REFUSP Others (fllter by Varlant’
€ TECHNICAL ACCEPTANCE - TA+SAF R/3 I' € REFUSP attnbUFeS, dUI.’at.Ion, yOU
name it) to drill into the
D Require | the samevalug = | of l_Eesnurce H | for each pair of events matched aboyes OpUIat|0n b Crlterla

E] Time between matching events must be [ shorter #J than [ 2 hours

4
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Compliance check: suspiciously short approval times
BlEIsHEE Views € Signed As Other Agent

Civerview > Cther attribute
Glohbal statistics

Out of all cases with
suspiciously short aproval
Resourcs 5 . times, Agent27 uses
e delegated access the most

Activity 5

Activity classes

Action Taken

Activity attribute

Step Desc. »

Aetivity attribute

Same agents >
Other attribute

Allvalues (22)
Madel y Value iAFrequency

e | Relatve oauensy Let’s see if suspiciously
agency Rt short times correlate with a

Other attribute

AGENTO4 5 275% user signed in as an other
Comment 5 AGENT12 4  222% N .
AGENT34 4 222% BN user (delegation letter?)

AGENT2S 4 222% N

AGENTO3 3 167% B0

AGENT22 2 167% B9

AGENT42 2 111% B

AGENT13 7 111% B

AUDITORS




Compliance check: suspiciously short approval times

©) agent27
Matching cases (5)
TR . -
Now, this is interesting: VA
| > signed in as the AO
B e followed by AO approval

events

within an hour?

1 4373
e s
3.1386
wants Graph Table

I Signed As Dther.ﬂ\genfi Same a
AT (first) AGENT36 Mo

| Step De
INITIATI

|| Resource | Date |Time | Action Taken
R1 06032018 102700 ACCORD-AC

06.03.2018  10:27:00  TECHNICAL ACCEPTANCE - TA SAP R - No
06032018 140200 ACCORD-AC ERI ENT (first) AGENT27 No
Agent27 works for the 08.03.2018 14:15.00  ACCEPT UNATTENDED-AUTOMATIC - AU - SAP RESSSECOUNTANT No
i i 08.03.2018 14:1500 ACCORD-AC AUTHESIEING OFFICER No
Imaginary agency JFG. 08.03.2018 141500 TECHNICAL ACCEPTANCE - TA SAP AR ACCOUNTANT No

08.11.2018 155200 ACCORD-AC IMNITIAING AGENT (first) AGENT36 Mo

(i

o [-10 - rir] L] DT

08.11.2018 16:53:00
08.11.2018  17.52:00

SAPR3 08.11.2018 17:52:00  TECHMICAL ACCEPTAMNCE -TA SAP RI3 - ACCOUNTANT Mo
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Creating a social network based on the event log

PN e N SN RN i S Actions e R SN RN,

® 4 ® vy M 0 SIEC,

ABAC agency data
XLog

‘ing-Together Social Network
vicd ae br)

ProM is a framework with a large number of
plugins. A social network graph is just
another representation of the same data. In
a conformance checking context, it is very
useful to examine links within ,populations
of interest” that you isolate from the full
population

E Start



Import/conversion settings are important!!!

eed to specify the
column containing person
names or users at

conversion time by cicking
on Show Expert
Configuration and choose

geeeresource”

ute

gl

=view (336 rows - scroll down to loal

LITERAL

LITERAL

Show Expert Configuration

In ProM you have to import
the .csv file first, and then
_convert it into an event log
~file!

LITERAL

tion Taken

ICAL ACCEPT...
D-AC

ed without ve...
‘D-AC

T UNATTENDE...
ICAL ACCEPT...

‘D -AC

ICAL ACCEPT...

D -AC

D -AC

T UNATTENDE...
ICAL ACCEPT...

INITIATING AGENT (fir...

SAP R/3

VERIFYING AGENT (firf]=
VERIFYING AGENT (E.J|*
AUTHORISING OFFIC...
SAP R/3 - ACCOUNT...
SAP R/3 - ACCOUNT...
INITIATING AGENT (fir...

SAP RI3

VERIFYING AGENT (fir...
AUTHORISING OFFIC...
SAP R/3 - ACCOUNT...
SAP R/3 - ACCOUNT...
- tlg\l:l'_iFllﬂ_'l'E!:Ig-‘. AGENT ffir

org:group (Organiz:
time:timestamp (Ti
lifecycle:transition | =|

SAPR3
AGENT41
AGENT24
WF-BATCH
SAPR3
AGFNTAR

Type of assignment

FA

FA

FA

Signed As Other

Time

ddMMivyyy HE

AGENT44

AGENT42

ARFNTAT



Creating a social network based on t

Social Network (WT)
Our friend,

Agent27 from the
Drevious exercise

:dges removed for cl...

Working together social
network in ProM, using the
same agency dataset

® Group Clusters

These might be authorising officers,iwho act as gateways

between normal employees and the accounting system
(the transactions go through them for processing, but they
don’t otherwise interact with other agents

he event log




Replaying full event log on S|mpllfled process model
Fuzzy Model —

PIP

Actions

First create a fuzzy model
based on the log and export
it in ProM (and maybe add
artificial start and end points)

ABAC agency data ...




Replaying full event log on simplified process model
| P 6 | - @ e g n

Fuzzy Animation

L )

Actions

Actions

ExportedFuzzyMode... =3 £93 ~ Animate Event Log in Fuzzy Instance
MutableFuzzyGraph i 1 H. Verbeek (h.m.wwerbeski@tue.nl)
- Fuzzy

Replaying the full event log
on a previously agreed
model provides useful
conformance and
performance information
(red, green, blue counters)




Conformance checking in ProM

* There is a separate conformance checking plug-in in ProM that | have not
covered in this presentation due to lack of time

* It works a bit differently than what I've shown in the previous slides

* Once a process model is agreed between auditor and auditee, the
conformance checking results could be considered as audit evidence

« The ProM framework also allows you to write your own plugin in Java, so if
you need checks that the system cannot currently do for you, you can
implement them yourself in a plugin
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Lessons learned
 In the worst case scenario, we can still extract useful process data from pdf files
for prototyping (still needs manual touch-up, not suitable for production)

« We don’t need much data to build the process model if the process is well-
structured, 20 transactions gave us a useable model

* ProM/Disco is suitable for conformance checking, with certain limitations

« Some pre-processing is required to add event features (e.g. same agent with
different logins/functions)

* No interactive display of non-conformances in Disco, need to use filters, Celonis

might be a better option for this purpose (under investigation)
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Mining Service Desk log files
for process improvement
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Process Mining Safari Part 3: being run over by an elephant




Business case

 Audit question: Explorative analysis of business processes with a view to
potential process improvements

« Dataset: MS SQL server export from CA Service Desk Manager, containing
only the keys, not the resolution for persons names, requestors etc.

» Business need: to gain experience with data extraction and process mining
software, determine what can be done within PM software, what pre-

processing steps may be required for client systems, etc.




My expectations

« Easy win, we just retired the system, accessing historical data on a non-live
system should not be complicated

* It's a service desk management system, processes should be well-defined

* | could present something useful relatively quickly to convince people about
the advantages of process mining
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The reality

« According to the DPO everything had to be anonymised, | did not extract
ANY personal data so that we wouldn’t have to do extra administration

* Even the case IDs had to be encrypted, so they could not be traced back to
actual persons

« Almost as many variants in the original as many cases
* French AND English event descriptions which had to be merged

« Emails had to be deleted using regexp, proper names had to be removed
using Spacy EN/FR language models (NER)

« Explorative analysis had to determine the best splits of the data
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Pre-processing in Python, merging similar events

File Edit Selection View Go Debug Terminal Help SDM_preprocessor_ver2 more_data.py - Visual Studio Code =

% SDM_preprocessor_ver?_more_data.py *
print (text)
df clean.loc[i,

df_clean.loc[df_clean[ 'de n”]. contains( ' non
df_clean.loc[df clean[ 't i | contains(’a
df _clean.loc[df clean[': 1] & contains( 'z
df clean.loc[df clean[': 2 contains('a
df_clean.loc[df clean[': 1 & contains(
df_clean.loc[df_clean][ '« k= contains(’
df_clean.loc[df_ clean[’ i contains(’a
df_clean.loc[df_clean[’ il & contains(’:
df_clean.loc[df_clean[’ ) contains( s
df clean.loc[df clean[': i | .contains(
df clean.loc[df clean[': ion']. contains(

df clean.loc[df clean[': 2 contains(
df_clean.loc[df_clean[ 't 1§ & contains(
df_clean.loc[df_clean][ ' k= contains(
df_clean.loc[df_clean[’ =1 contains(
df_clean.loc[df_clean[ il & contains(
df_clean.loc[df_clean[’ 4l 5 contains(

df clean.loc[df clean['d ption']. .contains{ ' privs

df_clean.loc[df_ clean[ 't iption']. contains('m
df_clean.loc[df_ clean[’ n"]. contains('e

df clean.loc[df clean[' n"]. contains( action macro for event z' False 0 n' to close for solved’ R o
df_clean.loc[df_clean[ de ion']. contains( ' fi Fals : ange ot ¢

df_clean.loc[df_clean] ' ion']. contains(‘en raison du enance réseau’ False ‘d ption' ce 1 servers down ——— = 33
df_clean.loc[df_clean[ '« 3 | contains('c / i : fFixed'L

df_clean.loc[df clean[’ n"]. contains('s

df_clean.loc[df_clean[ ' n' ] contains('s

HUN

14:03
10/07/2019

{é 24 df clean.to csv(’'SDM ver2 clean small.csv', sep=";" alse P C/C++ BExtension: Downloading 3/3: Visual Studio Windows Debugger

Python 3.7.3 64-bit (Anaconda3:conda) @140 Ln265 Col 1 Spaces4 UTF-2 LF Python @& M1
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My face when | first saw the resulting process graph

#mazlithecat




My face when | first saw the resulting process graph




My face when | first saw the resulting process graph




My face when | first saw the resulting process graph




My face when | first saw the resulting process graph




My face when | first saw the resulting process graph




e 1 N€ process graph derived from the pre-processed ,,simplified” 109

SR T e . — s &> Still a real spaghetti
e s monster, but if you
MV S e = e 2. 0Ok Closer, there is
AR | ' : ‘ - structure and some
layers + focal points
are already visible.
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How to make lasagne out of spaghetti

It might as well be as difficult as turning water into wine

Slice and dice! Explore the dotted chart, correlations, histograms, patterns.

It might be the case that the log contains not one, but several processes, so
you need to separate them!

Talk to the business area and develop an intuition for recognising recurring

patterns.




Good old Pareto principle

80/20 rule

20% of the cases/events cause 80% of the variance
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L5 proM UlTopia —

First look with ProM and the dotted chart view
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L3 proMm UlTopia

Directly follows graph
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Disco has easy to use, histogram based filters .

Performance

Perfarmance Fiters cases by performance
Filters cases by performance

Active filters

89% of the cases are
Filter cases by: | Case duration s shorter than 15 days. Let’s d range
try splitting up the log to
cases solved within a day
and to cases solved
between 2 and 15 days

(%]

.......

WU

Short cases

Long-running cases

0 millis 899%, 15 days, 16 hours =

of cases

Minimum duration Maximum duration




Split by duration (within a day)

BTy slalus changed fror open o assigned J | attach docurent 161

T BB

274 slalus changed from open to resolved J
1167

emall massage.
; 52

1,167

a0 ved

424
278

28 /
uln ciae fer soled i
24
824
stalus changad from sohved o closed |
1,113

. . OF AUDITORS




Split by duration (within a day)
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L2 proM UlTopia

Agents vs Customers
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Agents vs time of activity
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L2 proM UlTopia = O X

Duration, category vs time of the week
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Lessons learned

« DO NOT assume that an event log will be easy to understand

« Use text mining tools to anonymise data, merge duplicate event names and
quantify some of the unstructured textual data contained in description fields

» Be careful! Log content may contain personal data in fields where you are not
expecting it! (e.g.: email text copied into description fields)

» Use your intuition and explore correlations and histograms

» The dotted chart view of ProM is very useful to get a ,feel” for the data, and Disco

has very nice histograms to help you slicing up the log data
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Recommendations

« Start small: download a copy of ProM or Fluxicon Disco (demo) or register
for Celonis cloud or contact Minit

« Start small: find an existing dataset that may be a good fit for process
mining explorations

« Watch the Process Mining course on Coursera
(https://www.coursera.org/learn/process-mining) and the ProM course on
FutureLearn (https://www.futurelearn.com/courses/process-mining).

« Read Wil's book (https://www.springer.com/gp/book/9783662498507) and
website (https://processmining.org)

* Read Fluxicon’s online book (http://processminingbook.com/index.html)

« Secret tip: The Flux Capacitor blog (https://fluxicon.com/blog) especially the
older entries between 2011-2014 contain a lot of tips and tricks
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Recommendations

« Think big: if you are passionate you CAN make a difference

* Think big: this is a unique opportunity where public sector audit can be
ahead of the private sector

 Act local: find out how automation/process mining can help your colleagues
 Act local: find out how your organisation may benefit from this

« Be realistic: it may or may not work out for you
» Be realistic: the technology might not be mature enough for your use case,

but it might be overnight. Anticipate the change!
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QUESTIONS?

Email: zsolt.varga@eca.europa.eu

LinkedIn: www.linkedin.com/in/zsvargal/

GitHub: github.com/zseebrz

Tableau Public: public.tableau.com/profile/zsolt.varga#!/
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