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An Example of An Event Log of an Invoice

Invoice number 003 Invoice number 003

Supplier: AT&T Supplier: AT&T
Posting date: Feb 10th 2010 Posting date: Feb 10th 2010

120 USD 120 USD r
Description: internet services Jan 2010 Description: internet services Jan 2010
‘Signature of John’ ‘Signature of John’

‘Signature of Pete’ ‘Signature of Pete’

ejep indujg

PLUS

- ‘Create Invoice’
Timestamp: Feb 12" 2010; 08:23 AM
Originator: Mike
Fields: supplier: AT&T, posting date:
02-10-2010, value: 100 USD,
Description: internet services Jan 2010

- ‘Change’
Timestamp: Feb 12%2010; 08:43 AM
Originator: John
Field changed: Value
Value old: 100 USD
Value new: 120 USD

BJEP-BIOIN

-“Sign’
Timestamp: Feb 12" 2010; 08:44 AM
Originator: John

Figure 1: Visualization of Input Data and
Event Log Data of an Invoice 1 5]
5
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Main Outline

¢ Introduction
+» Literature Review

¢ Essay One: Process Mining of Event Logs: A Case Study
Evaluating Internal Control Effectiveness

¢ Essay Two: Validating Process Mining: A Framework
Integrating Auditor’s Risk Assessment

¢ Essay Three: A Framework of Applying Process Mining for
Fraud Scheme Detection

+* Conclusion and Future Research
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Introduction

» Purpose

» Examine how process mining can serve as a new type of audit evidence
to evaluate the effectiveness of internal control, assist auditors in their
risk assessment process, and 1dentify fraud schemes.

** Motivation

» Process mining - analyze business process using event log information
that was automatically recorded in the accounting information systems.

» Process mining has been widely applied in computer science, engineering
and management research topics. However, the application of process
mining in auditing and other accounting sub-areas has just emerged.

+s+ Contribution

» Findings in this dissertation contributes to auditing field by investigating
how process mining can assist auditors in evaluating internal control
effectiveness, assessing audit risk as well as 1dentifying fraud schemes

Unit Name
21
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Pl(l)r:(;l(;se Se(ll\lu((;flce Activity  Resource Variant Timestamp
450039741940 1 Create PO | U35824 | Variant 1 | 2007-01-10
450039741940 2 Sign G19091 | Variant 1 | 2007-01-12
450039741940 3 Release U42242 | Variant 1 | 2007-01-15
450039741940 4 GR G35730 | Variant 1 | 2007-01-16
450039741940 5 IR G10849 | Variant 1 | 2007-01-17
450039741940 6 Pay G10849 | Variant 1 | 2007-01-18
4500397495780 1 Create PO | U21356 | Variant 1 | 2007-01-10
4500397495780 2 Sign U29598 | Variant 1 | 2007-01-11
4500397495780 3 Release G13307 | Variant 1 | 2007-01-12
4500397495780 4 GR U21356 | Variant 1 | 2007-01-29
4500397495780 5 IR G55584 | Variant 1 | 2007-02-08
4500397495780 6 Pay G55584 | Variant 1 | 2007-02-14
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Literature Review (1/2)

» The idea of mining business processes was first proposed by Agrawal et al.
(1998) where they developed an approach to identify business processes
occurred in the system by evaluating existing logs.

» Cook and Wolf (1998) proposed the term - process discovery, and introduced a
technique that develops process models by capturing current business
processes.

» A large body of academic research analyzed business processes using event
logs and proposed either new types of process mining techniques or a case
study to evaluate or improve these techniques.

* Bozkaya et al. (2009) proposed a process diagnostics method using process mining
to help organizations understand three perspectives, namely: “how the process
model actually looks like,” “how well does the system perform,” and “who is
involved in the process and how.”

* Rozinat and van der Aalst (2008) proposed a novel conformance checking
approach to examine the differences between the observed business process and the
Unit Nelesigned process model. 23
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Literature Review (2/2)

» Process mining of event logs could assist auditors in their audit work in three
aspects: (1) event logs enable auditors with more data, (2) event logs are
automatically logged in accounting information systems and therefore this log
data 1s more reliable, and (3) process mining enables auditors to discover and
identify an entity’s business process and social network, which are less likely
to be analyzed by current data analytics techniques (Jans et al. 2010; Bukhsh
and Weigand 2012; Jans et al. 2013).

» Compared with using control objective information, using business process
focused information in the internal control framework could improve the
effectiveness of internal control evaluation (Kopp and Donnell 2005).

» Jans et al. (2014) showed that process mining techniques enable the
identification of numerous transactions that are audit-relevant, including
payments made without approval, violations of segregation of duty controls,
and violations of company-specific internal procedures.

Unit Name 24
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Essay One
Process Mining of Event Logs: A Case Study Evaluating
Internal Control Effectiveness

e This paper aims at adopting process mining to evaluate the
effectiveness of internal control using a real-life event log from a large
European bank.

(1) Variant analysis that identifies acceptable and notable variants.

(2) Segregation of duty analysis that examines process instances and
employees that violate segregation of duty controls.

(3) Personnel analysis that investigates employees who are involved in
multiple potential control violations.

(4) Timestamp analysis that detects time related issues such as events
performed during the weekend and process instances that have lengthy

process duration.
ame

Unit N 25
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Optional Pres<iyation Tite

Acceptable Variant Create
Purchase
Category Description Order
Standard Procure-to-Pay process | The variant "PO-Sign-Release-GR-1
standard process in the procure-to|  Sjgn
Change line before sign and Change line occurs before sign, indi
release there 1s approval for changing line
e For example: "PO-Change Line-| Realease
GR-IR-Pay"
Change line with the approval Change line occurs after sign and re
process there 1s another set of sign and reli ~ Goods
by this change line. This indicates Receipt
approval for changing line.
e For example: "PO-Sign-Release| [,.0ice
Sign-Release-GR-IR-Pay" Receipt
Invoice receipt (IR) and goods The order of IR and GR is opposite
receipt (GR) switch places standard procurement process.
e For example: "PO-Sign-Release: Pay

\UAVRVIAV RV,
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Category Sub-category Descriptio|  (reate
Missing Missing purchase order Missing activity "PO" in the bl purchase
Activity (PO) e For example: Sign-Releas¢l  (Order

Missing sign Missing activity "Sign" in the
e For example: PO-Release-
Missing release Missing activity "Release" in t Belease
e For example: PO-Sign-GR
Missing goods receipt (GR) |Missing activity "GR" in the b
e For example: PO-Sign-Rel
Missing invoice receipt (IR) [Missing activity "IR" in the bu|  Go0ds
_ °_ Ff)r example: PO-Sl.gn-Rel Receipt
Missing payment (Pay) Missing activity "Pay" in the t
e For example: PO-Sign-Rel
Change line without sign  |In the business process, there 1 _
changing line. anOI.ce
e For example: PO-Sign-Rel Receipt
Release-GR-IR-Pay
Change line without sign  |In the business process, there i
nor release after changing line. Pay

e For example: PO-Sign-Rel
GR-IR-Pay

p
p
»
p
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Category Sub-category oo
Activity Not in |Goods receipt (GR) occurs before Sign Create v Create
Right Order Purchase Order Si;
Goods receipt (GR) occurs before Release e Purchase Order
-C
Invoice receipt (IR) occurs before Sign : n
Sign ig
. . e Pay
Invoice receipt (IR) occurs before Release
el
Payment (Pay) occurs before Sign T
Release Si
Payment (Pay) occurs before Release se Si gn
¢
Payment (Pay) occurs before Goods receipt (GRX Goods in
. -R
Payment (Pay) occurs before Invoice receipt (IR) Receipt 1t
Rl  Release
Redundant Redundant Purchase Order (PO) Invoice 3 1
Activity g
Redundant Sign Receipt Giosd
00ds
Redundant Release :
— PR Pay Receipt
Redundant Goods uplicate
Payments [nvoice
Redundant Invoice Rec
Pay Receipt
Redundant Payment (Pay) ) -
e For example: PO-Sign-Release-GR-IR-Pay-Pa




gg RUTGERS

Dataset Overview

Activity 181,845
Process Instance 26,185

(1) Create PO

(2) Sign

(3) Release
Activity Detail (4) GR

5 IR

(6) Pay

(7) Change Line
Variant 980
Mean .Process Instance 46.2 Days
Duration
Start 01/02/2007
End 01/25/2008

Unit Name
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Variant Analysis — Results (1/4)

Variant Analysis — Overall Results

Variant Process Instance
Count Percentage Count Percentage
Acceptable Variant 49 5% 19,198 73.32%
Notable Variant 931 95% 6,987 26.68%
Total 980 100% 26,185 100%
Notable Variant
Variant Process Instance
Count Pe.rcentage Count Percentage
(in total)
Missing Activity 551 56.22% 4,980 19.02%
Activity Not in Right Order 23 2.35% 139 0.53%
Redundant Activity 831 84.80% 2,664 10.17%

Unit Name 32
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Activity Not in Right Order

Process Instance

Sub-category Missing A cYivigyt Frequency S
g ecel t (GR) occurs NOT after Variant Process Instance
1gnature%g gn) Frequency Frequency
VASHBPHPLGR Ot (YO after 0 ¢ 09
!n\?%slfcrel ecglp%t&ﬁg S)%c%rrlg NOT after i 5 ’ 9
Nlinsimgdtslenye 3 3
MysitedR€ieipt (IR cauprtr®CNRYT after 2. 5 331
Ri§&ife Invoice Receipt IIf{) 0 0
% : ea occu@ay?T after 01 ol
Ejsan&a@yy)we&i)ymgnﬁt&rfzelease hel 4,293
(MHA%IBE igAE without signature nor
Ferpapeat (Pay) occurs NOT after Goods 4948 L3 42&7
< fter Invoice ool 0 4’9%.6
Reggipt{IR) 33
Total 23 139




Process Instance Variant Create PO Sign Release GR IR Pay

4500400507180 Variant 674 21 20 } } 1
450040050710 Variant 281 20 2 2 3
450040050720 Variant 272 Re(%undant Aéthlty 0 2 2 3
450040050740 Variant 270 1 . 0 2 1 1
SSO0H00S0TS0 1 o Vi 369 ! Variant 0 Process Instance
450040050770 €LY 76 1 Freguency 0 2 Frequehcy 1
450040050780 Variant 275 1 0 2 I 1
4 40050760 riant 277 1 21 0 1 1 1
Mant Pur Qh%% 1 210 0 1 0! 1
45@4{;@@71-0(1)0) Variant 667 1 21 0 1 1 1
450040050730 Variant 271 ! 21 0 4 2 2
ﬁ” 73130 nt Si ar jant 775 1 13 13 11 13 13
dnsapitant Sig 1 %79 : 2 1,092 ;
%@ig 28 Varlant 922 1 0 8 1 2 1 2
450039757090 Variant 124 1 10 8 1 1 1
[RUTifant Reléise 2 | 209 : L 680! 1
50039896140 Variant 625 1 10 8 3 3 3
a . 1 10 8 2 2 2
pﬂg‘ﬁgm‘iam Googgagéscelpt 1 50 8 ” £A® 7
4(@@)810 Variant 548 1 5 0 118 112 137
450040350910 Variant 283 1 3 0 76 70 86
43004035361 t 1 3 3 57 57 71
:‘J} ant Invq\t@g %celpt 1 455 0 129 5270: 117
€l s310 Variant 423 1 0 0 12 133
10 Variant > 14 X ; 0 59 00 80
Redemdant Paymenti(Pay) ! 650 0 s 1,830 59
JO 1V vdalrldit 520 1 U U RAJ RAJ 45
ssh@tmlero Variant 517 1 831 0 33 2,664 28
ASOOHBSUTHAHM e Variant 536 I 0 0 27 27 28
450039662310 Variant 804 1 0 0 1 1 134
450039662320 Variant 805 1 0 0 1 1 77
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Personnel Analysis

Segregation of Duty Anadvsis

Frequency

Process Instance

Frequency

: [ geggregation of i%uf ty Analysis8 8

TY RO ETENE

& Missing Activity

SOD1 (Same person perform 'Sign' and 'ReleasE'IjoceSS [nstance Rei(l)urce
& Redundant Activity Frequency Frequency
Qi ¢Jpers onrpuor fierfsniShigi’’ and 'Release’)
L . . 118 &
Ligsing Activity & Redundant Activity

N . ! ! ! !

R Sas Bren ST RRgisg! and 'GR) 19 58
& Missing Activity 175 2

AINE PErSOn Pe pase' 2 R")

Sk perseRApertorms 'GR' and 0 -
S®R2 (Same person perform 'Release' and 'GR") = -
&'Misping Activity & Redundant Activity 186 21
Missing Activity & Redundant Activity 205 663
Missing Activity & Activity Not in Right Order 33 129
Redundant Activity & Activity Not in Right Order 40 21
Missing Activity & Activity Not in Right Order 30 17 35

& Redundant Activity
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Top 10 Process Duration

Process Instances Variant Start Date End Date Duration
(days)
450039593410 Variant 467 1/4/2007 1/25/2008 386
450039595410 Variant 354 1/4/2007 1/25/2008 386
450039593810 Variant 397 1/4/2007 1/14/2008 375
450039594310 Variant 660 1/4/2007 1/14/2008 375
450039597510 Variant 291 1/4/2007 1/14/2008 375
450039636610 Variant 656 1/5/2007 1/14/2008 374
450039757110 Variant 902 1/10/2007 1/18/2008 373
450039894250 Variant 583 1/16/2007 1/23/2008 372
450039673620 Variant 612 1/8/2007 1/14/2008 371
450040005720 Variant 379 1/19/2007 1/25/2008 371
Weekend Activity
Weekend Activity Resource
Process Instance Frequency
Frequency Frequency
Create PO 465 465 1
Sign 85 85 6
Release 114 111 5
Goods Receipt 97 97 1
Invoice Receipt 33 33 2
Paynit Name 0 0 0
Total 794 769 10
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Conclusion

¢ The study demonstrates how process mining can be adopted in the
evaluation of internal control effectiveness.

¢ The results indicate that by classifying variants into
acceptable/notable categories, it 1s possible to detect potential risks,
ineffectiveness of controls and inefficient processes by using a
process mining approach.

¢ Applying process mining to audit is a revolution that could change
the way of conducting an audit.

¢ There are limitations associated with this study: (1) the analyses are
based on procurement process. (2) Using only one event log data.

¢ Future research: (1) compare the categories/sub-categories of
acceptable and notable variants with the organization’s business rules.
(2) Examine the possibility for process mining techniques to timely
discover unauthorized procedures through real-time monitoring

Unisjstems and subsequently reduce the occurrences of potential fraud. -
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Essay Two
Validating Process Mining: A Framework Integrating
Auditor’s Risk Assessment

» The objective of this study is to build a framework on how auditors can
utilize both routing and transaction value information when using
process mining as new type of evidence in their audit work.
Specifically, this framework is based on the auditor’s risk assessment.

(1) Identify variants from the data and then classify variants into acceptable
and notable variants categories and sub-categories based on different
routings of the process instances.

(2) Risk assessment: Notable variant

o Prior studies on audit risk assessment generally concluded that it is necessary
to prioritize the identified exceptions because this could improve audit
efficiency (Kim and Vasarhelyi 2012; Issa and Kogan 2014; Li et al. 2016).

(3) The last two steps prioritize process instances based on the sum of risk

Unit NarSEores and the materiality threshold.
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Literature Review

« Audit risk assessment refers to “identify and appropriately assess the risks of
material misstatement, thereby providing a basis for designing and implementing
responses to the risks of material misstatement” (PCAOB AS2110).

« Risk assessment is an important audit process which could ultimately affect audit

fees, especially with the presence of serious internal control problems (Bell et al.
2001; Hogan and Wilkins 2008).

* Prior research proposed various risk detection models to achieve the goal of
accurately capturing potential risks within the client’s business (Calderon and Cheh
2002; Carnaghan 2006; Chang et al., 2008).

— Carnaghan (2006) used business process modeling to perform audit risk assessments
at the business process level. The study identifies the commonly used business
process modeling conventions include data flow diagrams, system flowcharts, REA
models, event process chains, IDEF0 and IDEF3, UML diagrams, and business
diagrams (BPMN).

— Eilifsen et al. (2001) examined the fundamental changes in the audit process when
accounting firms expand from basic financial statement audit to a new approach that
Unit Namincludes external assurance and business risk assessment. 39
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Log Data

}

Identify Variants

Stepl — |

Classify Variants to
— Sub-categories

Transection Value

L3

Auditors’ Risk Assessment
on Sub-categories

Step2 —

Less Notable Moderately Highly
Acceptable Notable Notable
. (Risk Score=2)
(Risk Score=1) (Risk Score=3) (Risk Score=4)

_ l

Apply
Step 3 = Materiality Threshold

Unit Name B Prioritized Log Data 40
Step 4 _— based on Risk Score

and Threshold




Dataset Overview

Procure-to-Pay Process —

A Not for Profit Organization

Event 66,808
Process Instance 9,187
Activity 5

(1) Create PO

(2) Sign
Activity Detail (3) GR

(4) IR

(5) Release
Agent 237
Variant 876
Mean Case Duration 13.1 Weeks
Start 08/16/2012
—UnitName
End 12/02/2016

GR

18,002

IR

15,830

153
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Acceptable Variant Create
Purchase
Category Description Order
Standard Procure-to-Pay | The standard procure-to-pay process
process organization is as follows:
(1) PO value up to $5,000: Sign
"PO-Sign-GR-IR-Release"
(2) PO value up to $50,000:
"PO-Sign-Sign-GR-IR-Release"”
(3) PO value up to $100,000: Goods
"PO-Sign-Sign-Sign-GR-IR-Releq Receipt
(4) PO value up to $250,000:
"PO-Sign-Sign-Sign-Sign-Sign-G|
(5) PO value up to $500,000: Invoice
"PO-Sign-Sign-Sign-Sign-Sign-Sii Receipt
Release"
Invoice receipt (IR) and | The order of IR and GR is opposite
goods receipt (GR) standard procurement process. Relange

switeh places

e For example: "PO-Sign-IR-GR-I

\V IRV AV AV
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Create

Purchase
Order

Goods
Receipt

Invoice
Receipt

Release

Unit Name

Missing
Signature

Release
occurs

Create
Purchase
Order

before
Signature

Release

O\

Sign

Invoice
Receipt

Goods
Receipt

'

\VIRV IRV,

Duplicate
IR

Create
Purchase
Order

Sign

Goods
Receipt

Invoice
Receipt

Invoice
Receipt

Release

Qal Pres=ntaior Title
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Category Sub-category \Descnpﬁm Create
Missing Activity |[Missing purchase order M( Missing )Lfﬁ.hus Purchase
(PO) Signature GR-IR-R ) 4e;
Missing signature MissiTem———==S10n" in the by
e Fo Create -Re
- ' el Purchase q
Mzi}sllil)g goods receipt 1.\/Ilsls:1(1)1 i {li_lll{ Goo (.is
Missing invoice receipt  [Missj yusi  Receipt
(IR) 0 R
Missing Missin Release | thg
Fo R-1I -
Activity Notin |G [l R” n th :{];Zlici
Rt Ol K occurs before Fo ] p
Invo Signature IR”o  Sign the
OM e Fo 1-G
Release occurs before “Relea m’” Relsain
signature proces| [ o e
Sl oo >-Si_
Release occurs before “Relea e 7 in the business
goods receipt (GR) proces
e Fo Good >-Sign-IR-GR
Release occurs before “Relea Re(():(e):i;t ’ in the business process.
invoice receipt (IR) o Fo R-Release-IR
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Create
Category Sub-category Description | Purchase
Redundant |Redundant purchase More than one “PO” occurs in.__ > 9"
Activity order (PO) process.
e For example: PO-PO-Sign- Sign
Redundant signature More than one “Sign” occurs i
process.
e For example: PO-Sign-Sigi
Release ’ S kb
Receipt
Redundant goods receipt|More than one “GR” occurs in
(GR) process.
e Fo . Invoice
Redundant invoice Mord Duplicate Receipt
receipt (IR) proce IR
e For example: PO-Sig& _
Invoice
Redundant release More than one “Release” occul ... eipt
process.
e For example: PO-Sign-GR-
Release
T TNaTTE Release

(VA VIRV AV AV
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Log Data

4
Identify Variants
Stepl — |

Classify Variants to
— Sub-categories

Transection Value

L3

T

Auditors’ Risk Assessment
on Sub-categories

Step2 —

Less Notable Moderately Highly
Acceptable Notable Notable
. (Risk Score=2)
(Risk Score=1) (Risk Score=3) (Risk Score=4)

_ l

Apply
Step 3 = Materiality Threshold

Unit Name B Prioritized Log Data 46
Step 4 _— based on Risk Score

and Threshold
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Opuicrer Fresertation Tils

Variant Analysis — Overall Results

Variant Process Instance
Count Percentage Count Percentage
Acceptable Variant 8 0.91% 5,269 57.35%
Notable Variant 873 99.66% 3,918 42.65%
Total 876 100% 9,187 100%
Notable Variant
Variant Process Instance
Count P(e;lc f:ttjﬁe Count Percentage
Missing Activity 248 28.31% 1,395 15.18%
Activity Not in Right Order 19 2.17% 33 0.36%
Redundant Activity 862 98.40% 2,994 32.59%
Unit Name

47
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Opucrer Fresertation Tils

Missing Activity
Variant Process Instance
Sub-category e o
p e 1\/\1(.1\/11\.«)’ b g 1\/\1U\/11U_)’
Missing Purchase Order (PO) Redundant Activigy 0
Missing Signature (Sign) 6l 154
Missing Goog ﬂ{%‘éﬁi?é 6FSR) Variant Procesg Instance
Missing Invoice Receipt (TR) Frequegicy Freggency
ISSI 137 20T
%)etgllndant Purchase Order (PO) 275 43 13&?
Redundant Signature (Sign)ctivity Not in Right@©rder 1,755

. Variant Process Instance
RedundantS@osdteBuceipt (GR) FreZ;%Z ney Prk q% 40ey
feyaish &satiph (e RELNPAR) 686 1,580
after Signature (Sign)

RaddamdaotRAOKafter Goods 1%1 11315
i )
feke occurs NOT after Invoice 8]622 2,19794
Regeiphitis)
Total 19 33 48
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Log Data

}

Identify Variants

Full Population (9,187) Step1 = l
—> Notable Variant (3,918) Classify Variants to

Sub-categories

Transection Value

F 3

l

Auditors’ Risk Assessment
on Sub-categories

Step2 -

Less Moderately Highly

Notable
Acceptable Notable Notable
. (Risk Score=2)
(Risk Score=1) (Risk Score=3) (Risk Score=4)

[
— 4

Apply
Step3 — Materiality Threshold

Unit Name B Prioritized Log Data

Step 4 — based on Risk Score
and Threshold
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C

Category Sub-category Risk Score Class

Missing Purchase Order (PO) 4 Highly Notable
Missing Sign 4 Highly Notable

Missing . : :

Aoty Missing Goods Receipt (GR) 4 Highly Notable
Missing Invoice Receipt (IR) 4 Highly Notable
Missing Release 4 Highly Notable
Goods Receipt (GR) occurs before Sign 1 Less Acceptable

Activity Not Invoice Receipt (IR) occurs before Sign 2 Notable

in Right Release occurs before Sign 4 Highly Notable

Order Release occurs before Goods Receipt (GR 2 Notable
Release occurs before Invoice Receipt (IR) 3 Moderately Notable
Redundant Purchase Order (PO) 3 Moderately Notable
Redundant Sign 1 Less Acceptable

iiii?g}am Redundant Goods Receipt (GR) 1 Less Acceptable
Redundant Invoice Receipt (IR 3 Moderately Notable
‘ Redundant Release 1 Less Acceptable
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B 01

Release IR Release
Missing| occurs occurs | occurs

Case [MissingMissing|Missing|Release| before |Redundant Redundant| before | before RedundantRedundant|Redundant| Risk

ID |Sign (4))GR @) | IR (4 4 IR (3 PO (3 IR (3 Sign (2) | GR (2) | Sign (1 GR (1) |Release (1) | Score | Value PO
88589 1 1 1 1 1 13 1$9,000.00
91133 1 1 1 1 1 13 [$6,438.00
78758 1 1 1 1 12 ($464,248.41
82835 1 62,663.00
7 Process Instance 82329 46501 |
sa014 1 = Missing sign (4) + Release occurs before IR (3) + Redundant PO (3) 3536456
80159) 1+ Redundant IR (3) + Redundant GR (1) + Redundant Release (1) 22,892.06
88854 1 50,818.00
88858 1 =43 H3IFITIAT=15 37,210.88
89078 1 1 1 1 12 [$166,582.89
90296/ 1 1 1 1 12 1$9,260.90
90297 1 1 1 12 ($23,000.00
90822 1 1 1 1 1 12 ($20,825.19
81280 1 1 1 1 11 [$150,812.98
82301 1 1 1 1 11 [$60,000.00
88664 1 1 1 1 11 [$17,717.14
77865 1 1 1 1 1 10 ($39,291.63
84027 1 1 1 1 10 [$43,545.39
ggg3o| UnitNamel 1 1 1 10 1$96,750.00
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Log Data

}

- Identify Variants
Full Population (9,187) Step1 = l
—> Notable Variant (3,918) Classify Variants to | Transection Value
Sub-categories

; _

Auditors’ Risk Assessment
on Sub-categories

Notable Variant (3,918)

- Risk Assessment Step2  —
(15 sub-categories)
Less Notabl Moderately Highly
Acceptable oranle Notable Notable
. (Risk Score=2) .
(Risk Score=1) (Risk Score=3) (Risk Score=4)
Apply
Step 3 = Materiality Threshold
= |
_ ¥
; Prioritized Log Data
Unit Name Step 4 — based on Risk Score
_ and Threshold
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Apply Materiality Threshold

Transaction Value Value Class Process Instance
Less than or equal to $5,000 Level 1 2,691
$5,001 - $50,000 Level 2 1,021
$50,001 - $100,000 Level 3 102
$100,001 - $250,000 Level 4 70
$250,001 - $500,000 Level 5 21
Over $500,000 Level 6 13

Unit Name 53
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Log Data

}

Identify Variants

Full Population (9,187)

Step1l = l
Classify Variants to
Sub-categories

—> Notable Variant (3,918)

Transection Value

F 3

; _

Auditors’ Risk Assessment

on Sub-categories

Notable Variant (3,918)

- Risk Assessment Step2  —
(15 sub-categories)
— Less Notabl Moderately Highly
Acceptable . ota .e B Notable Notable
(Risk Score=1) (Risk Bcore=2) (Risk Score=3) (Risk Score=4)
Notable Variant (3,918) l
- Value PO > 5,000 B e
(1 ,227) Step 3 ] Materiality Threshold
- |
. \ 4
Unit Name Prioritized ‘Log Data
Step 4 _— based on Risk Score
and Threshold
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Risk Prioritization Methods

e Method 1: Risk Prioritization based on Risk Score
o Method 2: Risk Prioritization based on Value Class
o Method 3: Risk Prioritization = Risk Score*Value PO

e Method 4: Risk Prioritization = Risk Score*Value Class

Unit Name 55
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Risk Risk Prioritization
Case ID Value PO Value Class .
Score (Risk Score*Value Class)
Case |Missi issi issing ase ||befo before | before |R ant | REdundant | Redun IValue
OI? Eln( WR 4) P@) IR (: ﬁg@@:‘wﬁbﬁ Siiﬁm 1) R 1) el%;ﬂk @ﬁz Oﬁle PO CUl\z}lss
£24 Iﬂ"i)ﬂf/l ) e Y . Vol Iﬁ [@IWAYA ! Ao Vol i ! PAWAY f\t’\i :
s Qoo [t o0 RS0%0 T CEeNR I T 40 9930shaeotaiblosc
241238|| 8BS E T T 121 —S$437210:88 Level 5 11 T Q_‘;O@ ST, 738 S I00k kORI 6
N I

35758 | | SPRAE. 58555603 hEv LEYED L 2R eol besa o
82830 | | QAR 4 $3 8746200500 eeldd L 12 606 DY iRtios d KON
83762 —f—— — T+ — — $7-4b8 01
89106111 i § %p i)Y A%) NG, 1 i Na) vel
34U 1 1 = N il | L\I}" 1V IIL}"I' Y .
8815 1%$~‘ St 51 TP IR A A A -eviel 6 - A Jus o
83856 | | T TeTT 1 S i 10 %

1 O] S-/‘ [ L h§. ’\Z);Z)Z]é L) O 4 w@l@ ’}778
k)| I ! PR N P ” I S ND HREed?
0020¢| [ 1 B BIH I $, 28,8926 Eewadld >, 728
00571 T TORFRRT [T (%1 || $423.538 ) ENElSS 5549
BERLS TPTSS il et epliar oo =yyers | 7o b

1280 | S50, 812098 Eevel4d 4
83920 H1RKRS 5 o miaE Fevels t 5409

LEPAY = Y 762745900 Eavel6 b
82384 - Ut B Mt i M| — 1 ] - —
88664 2 Sﬁ@ﬁ 638, & P,240.00U.

Jnit Name Risk BisérSibndn VIIE S 50855 000l 3L geess M’ S
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Log Data

}

Identify Variants

Full Population (9,187) Step1 = l
—> Notable Variant (3,918) Classify Variants to

Sub-categories

Transection Value

F 3

i _

Auditors’ Risk Assessment

on Sub-categories

Notable Variant (3,918)

- Risk Assessment Step2  —
(15 sub-categories)
— Less Moderately Highly
Notable
‘ Acceptable . Notable Notable
. (Risk Score=2)
(Risk Score=1) (Risk Score=3) (Risk Score=4)
Notable Variant (3,918) l
- Value PO > 5,000 B e
(1 ,227) Step 3 ] Materiality Threshold
~  Ilew B Prioritized Log Data
PI’lOI{l-t'DZEN??@CGSS Step 4 — based on Risk Score
Instances L and Threshold
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Personnel Analysis
Personnel Analysis

Resource Process Instance
>5,000 Total >5,000 Total
Highly Notable 108 150 426 1395
Moderately Notable 159 215 894 1951

Notable 15 31 8 25
Less Acceptable 164 226 1006 2819

Highly Notable & Moderately
Notable & Notable & Less 4 8 1 3
Acceptable

omiciNane
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Irregular Process Instance

Process Instance Variant Timestamp Resource Value PO
88702 Variant 711 2015-11-25 11:06:00 ABCDI $11,579,094.00
84728 Variant 536 2015-01-13 12:30:00 ABCD56 |$10,740,859.00
80262 Variant 157 2014-01-28 13:21:00 ABCDI $3,228,000.00
84850 Variant 71 2015-01-26 12:01:00 ABCDI1 $3,174,200.00
89106 Variant 157 2016-01-08 16:24:00 ABCDI $3,120,400.00
88749 Variant 714 2015-12-02 14:58:00 ABCDI $1,179,759.00
86565 Variant 32 2015-06-25 11:06:00 ABCD56 | $1,000,000.00
91406 Variant 32 2016-07-26 13:50:00 ABCD56 | $1,000,000.00
89503 Variant 772 2016-02-12 15:13:00 ABCD56 | $877,637.63
87830 Variant 656 2015-09-28 09:02:00 ABCDI $789,386.75
81849 Variant 409 2014-06-02 10:44:00 ABCDI $780,000.00
87334 Variant 635 2015-08-18 15:05:00 ABCDI $716,031.13
90055 Variant 808 2016-04-07 17:21:00 ABCD56 | $659,107.94
80015 Variant 313 2014-01-08 14:37:00 ABCDI1 $551,357.88
85421 Variant 158 2015-03-24 10:22:00 ABCD56 | $550,300.00
84988 Variant 545 2015-02-09 09:00:00 ABCD56 | $529,166.63
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Segregation of Duty Analysis

Segregation of Duty Analysis

Process Instance Resource
>5,000 Total >5,000 Total
S;l;: ‘;f;‘:‘(‘}gfrf“rms 5 418 12 55
‘Séll‘;‘fflf;i‘;'l‘{}’erf‘"ms 1901 3078 179 234
Same person performs 1 7 4 2

‘IR’ and ‘Release’

Unit Name
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Jiimesttanyp Boaami inettoon— HhomesssINyatiogn(Chep tEE
- 2 ' = v 2 2 . p— \/ AR A - . A A/

Process Variant Value PO St EndE Duration
Instance (>5,000) Weekend Activity (Days)
79344 | Variant Wepkend W@ ivi30 13- 1 1IPDdese Mfétam@13-11-22 14Ri&Obr¢e 0
80210 | Variant 25,908k, 530.080a8014-0P3900:58:00I0d14-01-23,0803:00 |Total
802900 {e PEFiant 2 1k $5.600.0042014-01-30,12:25:00 y 014-01-30 §4:59:00 | 450
80411 | Variant2 | $9,517.00 | 2014-02-07 10:33:00 | 2014-02-07 14:12:00 0
81388ign Variant 2 68 $6,100.000622014-05-509:15:00 1 58014-05-06112:42:00 | 130
8233@, b g Variant 2 | $7.002.00 | 2014-07-02 10:33:00 | 2014-07-02 16:42:00 0

8 7 14
832 Receiariant 4547 $5.167.08° 2014-09-02'12:21:00 | 2014-09-0213:32:00 [ %0
83540V0i.ck/ariant2 $6,452.25 | 2014-09-39 14:28:00 | 2014-09-29,15:31:00 | 0
8688%ECEIPYariant 2 $25 442.00 | 2015-07-16 10:29:00 | 2015-07-16 15:29:00 0
894 Releas¢,iant 2 30$39.000.0632016-02-8015:21:00 13%016-02-04 15:40:00 | 10
905030talvariant 1 20%10,000.0082016-05-1830:59:00452016-05-16384:59:00 | 450
00690 | Variant3 |$34,100.00 | 2016-05-27 08:43:00 | 2016-05-27 13:29:00 0
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Conclusion

*¢ This study integrates process mining into the auditor’s risk assessment
process by combining process mining results (the riskiness of business
processes) with a corresponding transaction value (total value on the
specific purchase order).

» The prioritized process mining results could improve the audit efficiency
as the auditors would be able to focus on high-risk process instances with
material transaction values.

» This study contributes to existing process mining and auditing research
by showing how process mining can be incorporated into the audit
process and the advantages of evaluating event logs when assessing risks.

¢ Limitations: (1) the proposed risk assessment framework is based on
procure-to-pay process. (2) The results can be more generalized if the
proposed risk assessment framework can be applied to multiple firms.

*» Future Research: (1) identify sub-categories and assign risk scores based

on different business cycles. (2) Generalize commonly used materiality
Utht@gholds.
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Essay Three
A Framework of Applying Process Mining for Fraud Scheme
Detection

 This paper aims at providing a framework on how process
mining can be applied to identify fraud schemes and assessing
the riskiness of business processes.

— Specifically, the proposed framework captures how the patterns
In process mining can be used to detect potentially fraudulent
transactions.

— This paper contributes to the existing literature by associating
notable variants/activities with potential fraud schemes and then
assigning risk levels, which could be used as an automatic tool to
test the fraud risk of every transaction.

Unit Name
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Literature Review

» Financial Statements Fraud and Fraud Type

Accounting research on financial statement fraud and Accounting and Auditing
Enforcement Releases (AAERs) includes testing hypotheses grounded in the
literature of earnings management (Summers and Sweeney, 1998; Beneish, 1999;
Sharma, 2004) and corporate governance (e.g., Beasley, 1996).

Numerous measures for earnings management are created to indicate the risk of
financial misstatement and fraud, such as earnings persistence (e.g., Richardson et
al., 2005), abnormal accruals and accruals models (e.g., Jones, 1991; Dechow et
al., 1995; Dechow and Dichev, 2002; Kothari et al., 2005), and earnings
smoothness (e.g., McInnis, 2010).

To evaluate the predictive power of the extent accrual-based earnings management
measures to detect financial statement fraud, Jones et al. (2008) conducted an
empirical analysis comparing ten measures (e.g., discretionary accruals, accrual
quality) derived from popular accrual models and found that only the accrual
estimation errors (Dechow and Dichev, 2002) and their modifications have the
ability to predict fraud and non-fraudulent restatements of earnings.

Unit Name 64
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Fraud Types and Fraud Category

* Total Fraud Sample: 470 fraud firm-year observations (1994-2016)

Fraud Types and Fraud Category

Fraud Category Frequency | Percentage
Revenue recognition issues 174 37.02%
.l?‘oreign, related party, affiliated, or subsidiary 150 31.91%
issues
. eres I

le}blhtles, Payables, reserves and accrua 114 24.26%
estimate failures

fAccounts/loans receivable, investments & cash 107 22779,
issues

Inventory, vendor and/or cost of sales issues 107 22.77%

Unit Name 65
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Applying Process Mining for Corporate Fraud Detection

» To detect corporate fraud using process mining, it is necessary
to understand the standard business process for accounting
cycles.

* “Order-to-cash” cycle: Order Created -> Goods Issue -> Invoice
Created -> Invoice Posted -> Payment Received -> Invoice Cleared

* “Procure-to-pay” cycle: Create Purchase Order -> Sign -> Release ->
Goods Receipt -> Invoice Receipt -> Payment.

» Based on the corporate fraud schemes and the activities and
variants in the event logs of an ERP system, this study
1dentifies suspicious patterns or activities for each fraud
scheme and assigns the risk levels.

Unit Name 67
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Mapping Notable Variants into Financial Statement Fraud Categories

Process Mining
Notable Variants

Missing
Goods Issue

Missing/
Redundant
Goods Receipt

Missing
Payment
Received

Invoices
Adjusted

Unit N&n Without Sign

{ Fraud Categories ]

Accounts
Receivable
Issue

Refresh
Receivables

Revenue

Recognition Bill-and-Hold

[ssue

Tax Related
Issues

Off-site or
Fictitious
Inventory

Inventory
Issue
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Opunnal Presziation Tile

Accounting Cycle | Fraud Scheme Notable Activity Suspicious Pattern Example Risk Level
Alikcin e Order Adjusted: Goods Issue Frequent occurrence of order adjusted and/or invoice adjusted
Order-to-Cash 5 Date activities without approval process during the fiscal year-end High
Documentation : . .
e Invoice Adjusted period
. e Goods Issue . . . .
Order-to-Cash Bill and Hold S Pt R Missing goods issue and/or payment received High
e Order Adjusted: Order Return . .
. . L . Frequent occurrence of order return or invoice credit note .
Order-to-Cash Channel Stuffing | e invoice adjusted: invoice credit | . . - High
Hote immediately after fiscal year end without an approval process
e Payment Received
Order-to-Cash | Up-FrontF * Goods Issue Payment received before goods i invoice created | L
rder-to-Cas -Front Fees . ayment received occurs before goods issue or invoice create ow
P ¢ Order Adjusted: Change Goods i 8
Issue Date
Order-to-Cash Failure to Record e Payment Received Missing payment received or incomplete payment High
S Sales Allowances b & paym picte paym
Inflating the Value Order adjusted without an approval process
Order-to-Cash E e Order Adjusted: Net Price . .J ; : L ; . High
of Inventory Putting in improper price comparing to the market value
Offsits o Abnormal goods receipt records: missing goods receipt and/or
Procure-to-Pay o * Goods Receipt have duplicate or more than one goods receipt in one purchase High
Fictitious Inventory
order
High/
Fraudulent Audit o o . - - :
Others rauctren u e All Activities Matching trading partners corresponding event logs Medum/
Confirmation
Low
Others Reﬁesh S oice A dmeted Invoices adjusted occurs for many transactions without an High
Receivables approval process
Promotional
Order-to-Cash Allowance e Invoice Adjusted: Cash Discount| Many Invoice Adjusted: Cash Discount activities are entered Medium
Manipulation
Othexs Bribery and o ATl A clivities Using resource information in event logs to identify potential e

Corruption

violation of segregation of duty controls
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Conclusion

¢ Process mining can be a powerful fraud detection tool when auditors
include the potential fraudulent patterns in their fraud detection process.

L)

» Contribution: (1) this paper proposes a framework that links notable
variants/activities in process mining with corresponding fraud schemes.
(2) The proposed framework incorporates risk assessment mechanism that
indicates the risk level of each fraud scheme and related notable activity.

L)

L)

» Limitation: this study only includes notable variants/activities in two
accounting cycles and several most commonly occurred fraud schemes.

L)

<

L)

» Future research could extend the current framework by incorporating more
fraud schemes and other accounting cycles when discussing how process
mining can be used in fraud detection.

L)

* A proof-of-work (e.g. prototype) can be built to simulate the application of
the proposed framework to detect certain types of fraud schemes.
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Create
Requisition

Make Payment
against Invoice

Create

Purchase Order Supplier

Enter Inventory
Receipt

Enter Payables
Invoice

Create Accounting &
Transfer to GL
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Event Log

CASE_ID ACTIVITY RESOURCE TIMESTAMP VALUE_PO VALUE_PAY VALUE_GR
87161 Create PO Sandra 8/5/1514:13 300

87161 Sign Sandra 8/5/15 14:14 300

87161 Sign Tiffany 8/7/15 10:35 300

87161 GR Paul 8/10/15 14:29 300 300
87161 IR Paul 8/12/15 8:21 300 300 300
87161 Release Amanda 7/1/16 12:08 300

87183 Create PO Sandra 8/6/15 11:46 14375.46

87183 Sign Sandra 8/6/15 11:46 14375.46

87183 Sign Tiffany 8/7/15 11:34 14375.46

87183 GR Reid 8/17/1514:17 14375.46 14,375.46
87183 IR Reid 9/10/15 11:31 14375.46 15,511.53 14,375.46
87183 Release Juanita 9/10/15 14:58 14375.46

87197 Create PO Michael 8/7/1510:37 864.26

87197 Sign Michael 8/7/15 10:37 864.26

87197 GR Mildred 8/7/1512:02 864.26 864.26
87197 IR Mildred 8/10/159:16 864.26 864.26 864.26
87197 Release Kimberly 8/11/15 7:01 864.26
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What is Process Mining?

Analyze the event log data that exists in the information
systems of a company and use that to visualize and
understand what is actually happening in the company’s
processes and how they are executed in real life
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Case # 89501
. . . : Value Value
Activity Originator Timestamp PO GR Value Pay
Create PO P1 02/12/2016 14:17:04 600.00
Sign P1 02/12/2016 14:17:05 600.00
Duplicate payment
Sign P2 02/16/2016 07:42:31  600.00 suspicion
GR P3 02/16/2016 09:44:20 600.00 600 |
IR P3 02/17/2016 15:16:37 600.00 600 600.00
A 4
IR P3 02/17/2016 15:17:49 600.00 600 600.00

Release P4 02/18/2016 07:01:17  600.00



@5 RUTGERS




gg RUTGERS

Case # 90027 ®

. . . . Value
Activity Originator GR Value Pay

IR P1 > 17,784 17,783.75
Create PO P2 > Irregular starting

activity

Sign P2 >

Sign P3 >

GR P1 > 17,784

Release P4 p)
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Case # 89554
Activity Originator
Create PO P1
Create PO P1

Sign P1
Sign P1
GR P1
GR P1
IR P1
IR P1

Release P2

Release P2

Timestamp

02/19/2016 12:19:01
02/19/2016 12:19:01
02/19/2016 12:19:02
02/19/2016 12:19:02
02/19/2016 12:20:27
02/19/2016 12:20:27
02/24/2016 11:51:45
02/24/2016 11:51:45
02/24/2016 14:26:28

02/24/2016 14:26:28

Value

PO

15.71
49.00
15.71
49.00
15.71
49.00
15.71

49.00

15.71

49.00

Value

GR

Value Pay

Segregation of
duty violation

15.71
49.00
15.71
49.00

3 way match
violation

21,783.05
21,783.05




Why Process Mining?

1. Gaining detailed and objective information on the business
process

2. Obtaining high levels of assurance by examining the entire
population

3. Gathering strong evidence using unmanipulated data



Process Mining Projects
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Evaluate the Effectiveness of Internal Control
(RADAR)

« This paper aims at adopting process mining to evaluate the
effectiveness of internal control using a real-life event log from a
large European bank.

 The evaluation is based on the full population of event logs and
contains four analyses:

(1) Variant analysis that identifies acceptable and notable
variants.

(2) Segregation of duty analysis that examines process
instances and employees that violate segregation of duty
controls.

(3) Personnel analysis that investigates employees who are
involved in multiple potential control violations.

(4) Timestamp analysis that detects time related issues such as
the ones performed during the weekends and process 84
instances that have lengthy process duration.
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Full Population |
of Event Logs |

Variant
Analysis

Additional
Analysis

Acceptable
Variants

Notable
Variants

Segregation of
Duty Analysis

Personnel
Analysis

Timestamp |
Analysis

Missing
Activity
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Example of Acceptable/Notable Variants

2.S1ign [N 3.Release

|

1. Create ; 4. Goods
’ Purchase W R¢c¢ipt |
Order

5. Invoice
— Receipt >4 — 6. Pay ﬂ

Unit Name 86
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CONCLUSIONS

Unit Name
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Continuous Process Monitoring (Hering)

e 02C
 Match with SPED to find sales that are not recorded

 Reduce the time delay between the occurrence and the
analysis of business operations related events

- increases the information value
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How can it be achieved?

* Develop a novel approach for assurance that combines the
advantages of continuous monitoring with those of process

mining

* Actively detect and investigate deviations and exceptions
as they occur along the transaction process
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Marinha do Brasil (continuous process mining)

Piggybacking on AICPA payroll project

Very integrated and organized information
system

Over 450 units (ships, etc)

Over 200k employees

Very different cycles of operation
Continuous process mining

Can we use the results of the prefeitura
procurement system?

Unit Name
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