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• The cost benefits of performing an audit have changed and 
will change more with automation.

• How do you deal with full population testing?

• If you can perform full population tests at nearly zero costs do 
you need to perform the current form of risk assessment?

• With the degreasing significance of financial statements what 
is happening with the value of the financial audit?

• Can you perform an external audit just with exogenous 
variable evidence (from big data)?

• If we can substantial parts of the audit in as smart contracts 
are we finally evolving to a continuous audit?

A contemporary dilemma
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Outline

1. The new data Ecosystem
2. Data analytics in audit procedures
3.Full population testing (MADS)
4. Audit automation (RPA / IPA)
5. Auditing with smart contracts
6. AI and machine learning in auditing
7. Audit 4.0
8. Auditing with exogenous variables
9. Conclusions
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The evolving ecosystem

4
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1. THE NEW DATA 
ECOSYSTEM: AN AUDIT 
VIEW
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• Embedded into corporate ERPs?

• Producing audit evidence and evaluating on a frequent basis?

• Cloud-based tapping information at all locations?

• Implementing audit heuristics at process levels?
– Issues with knowledge capture

– Issues with knowledge creation (how will experience be obtained / 
developed?)

• Delivering evidence on an alert basis with scores and frequent 
indicators

• Depending on much higher standardization than just ADS

• How will the profession (external) integrate into this scenario?

6

The new audit ecosystem
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The Audit Data Standard Architecture
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Activity
Monitoring

9

Krons & Daemons’Single
function (agents)

Cooperating 
agent 

(discriminant
Function)

Cloud 
points of 
entry

sale

Receivable
s

Collect
cash Treasury

Cash
Processes

Exception
Selection
methods

Auditor
Exception 
evaluation

Assurance
Ecosystem

Cloud 
points of 
exit

Preventive audit filters

Inventory

Corp.database
s Corp.database

s

Big 
data



Exogenous 
Data

ERP 
Logs

ERP 
System

Data
Manual 

Processes

ERP 
data

Dat
a

Standar
dized 
audit 
data

Audit Data
Standards

Audit 
applications

Audit  Plan 
Item #2

Execution

Results & 
Decision Point

Audit plan 
continues

Execution

Results & 
Decision Point

Other 
System

s

Applications to 
reconfigure 

financial data

Analytic 
tools over 

system logs

Identify data 
paths

Applications 
to develop 
Audit Plan

Data 
Receptacl

e

Confirm Data 
Provenance

Evidence 
Suggestion 

System

Audit Plan Item 
#1

Model of 
value of 
evidence

Data mining

Applications to 
Interpret audit 

results

Present audit 
findings

Additional 
investigations

Further testing, 
analyses, 

documentation

Undertake 
actions, 

implement 
changes



Unit Name

Optional Presentation Title

2. DATA ANALYTICS IN AUDIT 
PROCEDURES
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Audit Data Analytics

Bob Dohrer, IAASB Member and Working Group Chair

Miklos Vasarhelyi

Phillip McCollough

IAASB Meeting
September 2015
Agenda Item 6-A
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PUBLIC AUDITING, ANALYTICS, AND BIG 
DATA IN THE MODERN ECONOMY

Dissertation Defense by Deniz Appelbaum

Wednesday April 5, 2017

Committee Chair: Dr. Miklos A. Vasarhelyi
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Evolution of the External Audit Analytics 
Framework
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Big Data
• Big Data has become the new business currency

• 4 V’s of Big Data: Variety, Volume, and Velocity create a bigger issue 
of VERACITY (quality & provenance)

• Gartner: In 2015, more than $2.5 Billion paid by U.S. businesses 
for AML violations due to incomplete and inaccurate data

• Businesses using Big Data for decision making

• External Auditors: 

– May need to verify or re-perform client applications of Big Data

– May want to access Big Data for industry and client assessment, 
risk analysis, confirmations, reasonableness tests

• Internal Auditors:

– Access Big Data to perform efficiency and fraud examinations

– Verify the validity of the data underlying firm decisions

– Similar interests as the External Auditor

– More exposure to Big Data

BUT…… 16
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3. FULL POPULATION 
TESTING (MADS)



Rutgers and AICPA Data Analytics Research Initiative

May 15, 2018
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• Additional Filters

• Visualization Techniques 

(e.g., scatter plots)

• Professional Judgement 

(e.g., knowledge and experiences)

• Outlier Detection Techniques 

(e.g., classification & clustering).

MADS Model Build Process

Whole Transaction Data
(Entire Population)

Step 1:
Filters for Significant Potential 

Risk Factors

Step 1 Outputs

Step 2:
Data Analytic Techniques

Apply a set of  filters to examine significant 

risks (i.e., What Could Go Wrong)

(e.g., duplicate payment)
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• Use professional judgement based 

on the importance of  each step 1 

filter and step 2 filter.

• Use the step 1 and/or step 2 results.

• Use a reasonable factor 

(e.g., dollar amount).

MADS Model Build Process

Whole Transaction Data
(Entire Population)

Step 1:
Filters for Significant Potential 

Risk Factors

Step 1 Outputs

Step 2:
Data Analytic Techniques

Step 2 Outputs

Step 3:
Prioritization

Prioritized 
Notable Items

• Additional Filters

• Visualization Techniques 

(e.g., scatter plots)

• Professional Judgement 

(e.g., knowledge and experiences)

• Outlier Detection Techniques 

(e.g., classification & clustering).

Apply a set of  filters to examine significant 

risks (i.e., What Could Go Wrong)

(e.g., duplicate payment)
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4. AUDIT AUTOMATION (RPA / 
IPA) 



Robotic Process Automation 
(RPA)
and 

Intelligent Process Automation 
(IPA)
in Audit 

Presented by Abby Zhang
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Robotic Process Automation

Robotic Process Automation (RPA) runs application software 
in the same way that a person works with that software. 
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Framework of RPA in Audit

Rozario, A. (2018)
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RPA prototype in audit planning

• Auditors select the candidate tasks and we observe the actual 
execution those tasks

• Process redesign

• Fill in a planning worksheet using information generated from 
a series of simple analytical procedures and auditor’s 
professional judgement.   
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RPA prototype in audit planning
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From RPA to IPA

27

Pre-defined Process Automation (PPA): 
the patterns of the process are pre-
defined by human. 

Task 1a Task 2a Task 3a

Task 1b Task 2b Task 3b

Task 1c Task 2c Task 3c

Initial 
state

Activities Activities Activities

Activities Activities Activities

Activities Activities Activities

Audit workflow/process

… … …

…

…

…

Robotic Process Automation (RPA): run 
application software in the same way that 
a person works with that software. 

Intelligent Process Automation (IPA): the 
patterns of the process can be learned 
and predicted by AI, and then 
recommended to human. 

IPA

PPA

RPA
Process 
Automation
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Potential Application of IPA in Audit-
Inventory testing

28

Drones, NLP, IoT, etc. PPA/RPA

AI and 
cognitive 
technologie
s

Human

Think

DoFeel
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5. BLOCKCHAIN AND SMART 
CONTRACTS 



Reengineering the Audit with Blockchain 
and Smart Contracts

Presented by:
Andrea M. Rozario
Ph.D. Candidate

Rutgers Business School
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Why blockchain for auditing?

• Lower risk of management override than in an ERP system, no 
“super user” role in blockchain and it is difficult to alter records 
(Ibrahim 2017; Glaser 2017; Olsen et al. 2019)

• Secure platform for third party monitoring, “guard the guards”, 
and enhance trust in the capital markets (Alles et al. 2004)
• Mitigate the risk of manipulation of audit workpapers

• Proactive inspection process to detect deficiencies near real-time

• Optimize the use of blockchain for auditing given its increasing 
adoption
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Objectives
• How can auditors leverage blockchain and smart contracts as 

audit data analytic tools to enhance audit quality?

• Map the characteristics of blockchain that can enhance audit 
evidence to PCAOB requirements

• Propose an external audit blockchain supported by a variety of 
smart audit procedures

• Propose novel functions for the PCAOB and a holistic audit 
framework
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Motivation

Expectations gap

Performance 
Gap -

PCAOB

Information 
Gap –

Financial 
Statement 

Users

Increasing adoption of blockchain

Important to explore how auditors can leverage blockchain and smart 
contracts to narrow gap
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Blockchain can Improve the Reliability of Internal 
and External Audit Evidence

• Requirements of audit evidence: sufficiency, relevance and 
reliability (PCAOB AS 1105 2010)

Challenges of 
Gathering 

Audit Evidence

Blockchain Attributes Blockchain Benefits

Traceable origins of 
sources (veracity)

Decentralization

Immutability

Accountability

Data Integrity to improve the 
reliability of audit evidence

Disaggregated data 
sources (variety)

Decentralization One distributed depository for 
financial and nonfinancial 
data to improve the accuracy 
and timeliness of audit 
procedures and obtain a 
deeper understanding of the 
client
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Blockchain Audit Evidence and Smart Audit 
Procedures can Improve Audit Quality and Reporting
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up Smart Procedure

Sales – Audit 
Procedure

Objective:
Compare actual to
predicted sales
Model: 
Regression
Outcome: should 
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Loaded and 
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Blockchain

Audit Firm
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Interlinked Blockchain Ecosystems
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Evolving the role of the PCAOB

• The PCAOB oversees audit firms to ensure audits are 
conducted in accordance with GAAS 
• Seeks to improve their inspection process

• Expected to enhance efficiency by relying on technology

• New role for PCAOB as an active node on the audit blockchain 
to validate smart audit procedures and review their results

• Issues such as the performance of inadequate audit procedures 
can be mitigated
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Holistic Audit Approach for Revenue
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Issues and Future Research
Limitation Future Research

Computational power Why do users of private and permissioned blockchains 
opt out of using centralized databases? 

Storage capabilities Which methods can meet the demand to store big data 
on the blockchain?

Cybersecurity risk How to design and implement a continuous monitoring 
system to reduce the risk of collusion on the blockchain 
network?

Litigation risk How much transparency should be provided to financial 
statement users while maintaining an acceptable level of 
audit litigation risk?

Vulnerability of smart 
contracts

What are the quality processes that public accounting 
firms should have in place to ensure smart audit 
procedures are free of error?

Regulatory acceptance How will the oversight model of financial statement 
audits be disrupted?

Economics Would blockchain and smart contracts be developed in-
house, or would it be outsourced?
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Contributions

• Explores the evolution of auditing in light of blockchain of 
smart contracts by:
• Proposing an external audit blockchain supported by smart audit 

procedures

• Discussing the issues related to the application of these 
technologies

• Existing audit risks were considered, new audit risks may 
emerge

• Described purpose and usefulness of the external audit 
blockchain

Limitations and Future Research
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6. AI AND MACHINE 
LEARNING IN AUDITING 



Artificial Intelligence prospective in audit

Helen Brown-Liburd

Ivy Munoko

Miklos Vasarhelyi

Rutgers Business School
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Current implementations: All Big 4 accounting 
firms are reporting the use of these AI blocks

43
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Current implementations: Small / medium size 
accounting firms are using AI SaaS

44

Ensemble AI: 
Combines Machine 
learning with Domain 
expertise / business 
rules and statistical 
methods to:
-gain actionable 
insight into large data

-review 100% of data

-sample from outliers

-perform risk 
assessments
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Current Features and Applications of AI

45
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Group 1: Assisted AI: Support lower level decisions

Examples:  Chatbots 

Group 2: Augmented AI: Support high risk decisions

Examples:  Performing audit risk assessments, Fraud detection, 

Going concern evaluations  

Group 3: Autonomous AI: Assumes decision making

Examples:  Expense compliance

Current Applications of AI - Assisted, Augmented 
and Autonomous

As AI shifts 
from assisted 

towards 
autonomous, 

the tool 
sophistication, 

resultant 
benefits as 
well as the 

risks increase



A conceptual framework of an audit plan 
cognitive assistant 

Rutgers, the State University of New Jersey

Qiao Li
Miklos A. Vasarhelyi
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QA

Proposed Audit Cognitive 
Assistant Luca

Automatic 
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Recognition

Query 
Classifier
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Answer 
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• Automatic Speech 

Recognition (ASR)

• Language Understanding

• Dialogue Management 

• Natural Language 
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• Text-to-Speech synthesis

Audit Related Applications It Can Access
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Knowledge Database

Knowledge 
about users
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Base
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Unstructu
red data

Domain 
Knowledge

Ap
p

Capability 

1 Search engine such as google
2 ACL, IDEA 
3 Ratios; others like Benford’s 

law
4 Regulations related to the 

audit area or account

5 Required procedures, 
guidance or programs 

6 Open prior audit
7 Audit plan schedule

Domain: judgement or experience
Unstructured: financial 
statements, accounting policies, 
analytical procedures, litigation, 
claims, recent news information, 
audits workpapers, prior year audit 
deficiencies and adjustments…
User interaction: queries and 
search 

4/13



DEEP LEARNING APPLICATIONS IN AUDIT 
DECISION MAKING

Dissertation Defense 
Ting Sun

Dissertation Committee
Chair: Dr. Miklos A. Vasarhelyi

Dr. Alexander Kogan
Dr. Helen Brown-Liburd 

Dr. Rajendra P. Srivastava 

April 16, 2018
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Outline
 Introduction

 Essay One: The Incremental Informativeness of 
Management Sentiment in Conference Calls for the 
Prediction of Internal Control Material Weaknesses

 Essay Two: The Performance of Sentiment Features of 
MD&As for Financial Misstatements Prediction: A 
Comparison of Deep Learning and Bag of Words 
Approaches

 Essay Three: Predicting Audit Fees with Twitter: Do the 
140 Characters reveal a company’s audit risk?

 Conclusion, Limitation, and Future Research
50
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7. AUDIT 4.0 



Imagineering Audit 4.0

Jun Dai and Miklos A Vasarhelyi
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Background

• Advances in sensors, Cyber-Physical Systems (CPS), Internet of Things 
(IoT), Internet of Service (IoS), and Smart factory promote a new industry 
revolution

– https://www.youtube.com/watch?v=F06gB7mJX98

– https://www.youtube.com/watch?v=b0kHh-
VuQA4&t=200s

– https://www.youtube.com/watch?v=h9t06cyC7Es

• Industry 4.0 (Industrie 4.0) became publicly known at Hannover Fair in 2011. 
. It has quickly spread across the world, especially in the EU, the US, China 
,and Brazil.

• This project foresees the impact of the Industry 4.0 on the auditing 
profession, imagineers the use of new technologies for audit purposes, and 
identifies challenges in the transformation towards the new generation of 
auditing: “Audit 4.0”

54
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Evolution of Auditing: From 1.0 to 4.0 

55

Audit 1.0 Audit 2.0 Audit 3.0 Audit 4.0 
§ Manual 

audit  
§ Tools: 

pencils, 
calculators 

§ IT audit  
§ Tools: 

Excel, 
CAAT 
software 

§ Inclusion 
of non-
financial 
data in 
audit 
analytics  

§ Tools: 
analytical 
software 

§ Semi- and 
progressive 
automation 
of audit  

§ Tools: 
sensors, CPS, 
IoT/S, RFID, 
GPS 

 



Unit Name

Optional Presentation Title

Technology

• Sensors: collect real-time accounting information, such as quality of 
inventory, working hours of employees...

• Cyber-physical systems: embedded computers and networks monitor and 
control the physical processes, usually with feedback loops where physical 
processes affect computations and vice versa

• Internet of things: objects linked through a network

• Internet of service: service vendors can offer their services via the internet

• Smart factories : use CPS, and IoT/S to assist people and machines in the 
execution of their tasks 

• Others: RFID, GPS, and data analytics 
56



Unit Name

Optional Presentation Title

Overview of Audit 4.0

Physical world

Mirror World

Smart 
TV

Smart 
TV

GPS

sensor

chip

Supplier 
Company

Smart TV

LocationLocation
ValueValue

StatusStatus

SupplierSupplier CompanyCompany

Auditors

RFID
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Challenges 

• Digital crime: technique given, technique taken 

• Security and privacy issues of companies’ data

• Standardization of information and data

58
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Using Blockchain and Smart Contracts 
to facilitate Audit 4.0

• Audit 4.0 collects data using smart sensors, IoT, and 
other technologies, and performs a variety of tests 
and analytics via intelligent audit modules to 
identify anomalies and useful information. 

• Blockchain ensures the reliability and integrity of 
the audit-related data collected in Audit 4.0.

• Smart contracts enforce the correct operations of the 
intelligent audit modules without human 
intervention. 

59
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Linking Blockchain to Audit 4.0

60

Mirror world 

Accounting
data

IoT data Non-financial 
information

System logCrowdsourcing 
data

Blockchain layer

Continuous monitoring

Smart contract layer
Continuous auditing Fraud detection Process mining

Smart reporting layer

Data control layer Data source control Data authenticity control

Related business entities

Smart reporting contract Auditor, manager, investor

60
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Applying Audit 4.0 to Accountability Audit of 
Air Pollution Controls In China

• Environmental accounting and auditing recently 
raise attentions from both academia and practice 
because of accelerating climate change, 
desertification, pollution, etc. 

• In 2017, Chinese government issued a new 
regulation on the accountability audit of natural 
resource, including air, and considered it as an 
important factor for government officials’ 
evaluation.

61
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Air Pollution In China

Picture source: https://waqi.info/. Accessing time: Oct 18, 
2018, at 9:40am EDT. 

62



Unit Name

Optional Presentation Title

A Continuous Accountability Audit 
System

• A continuous accountability audit system is designed to evaluate 
officials’ performance on air pollution controls based on Audit 4.0, 
blockchain, and smart contracts.
– Audit 4.0: real-time air data collection via crowd sourcing 

– Blockchain: ensure data integrity

– Smart contracts: data validation, data monitoring against predetermined rules 
and reporting anomalies to relevant parties in real time

• Participants: government officials, government auditors, 
environment protection agencies, polluting enterprises, citizens, and 
media

63
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The Vision of the Continuous Accountability Audit 
System 

64
64
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Demo
• The Ethereum Ropsten Testnet was used as the 

blockchain platform to create the demo.
https://ropsten.etherscan.io/

• Two researchers uploaded real PM 2.5 values (a 
popular air quality indicator) at their places to 
the blockchain from May 14 to June 1, 2018

• The official PM2.5 values were also collected 
from a public website, and uploaded to the 
blockchain

• A total of 144 data points were uploaded. The 
average number of data points uploaded per day 
is 7.58

65
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Demo (cont.)
• 5. Recording 

66
66
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8. EXOGENOUS (EXTERNAL) 
VARIABLES IN AUDIT 



Exogenous data analytics for Auditing

Miklos A. Vasarhelyi

Helen Brown Liburd

Rutgers Business School
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• Forget about privacy…. Its 
gone…. 

• Fortunately you are not very 
interesting

• Technology giveth  ….

• Technology taketh



Government Economic Monitoring (GEM)

Arion Cheong, Miklos A. Vasarhelyi, Xinxin Wang, 
Deniz Appelbaum, Helen Brown-Liburn

Rutgers University

CarLab
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9. CONCLUSIONS

77
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The evolving ecosystem

78
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• The cost benefits of performing an audit have changed and 
will change more with automation.

• How do you deal with full population testing?

• If you can perform full population tests at nearly zero costs do 
you need to perform the current form of risk assessment?

• With the degreasing significance of financial statements what 
is happening with the value of the financial audit?

• Can you perform an external audit just with exogenous 
variable evidence (from big data)?

• If we can substantial parts of the audit in as smart contracts 
are we finally evolving to a continuous audit?

A contemporary dilemma
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What is the path to Education 4.0?

Education 
1.0

Education 
2.0

Education 
3.0

Education 
4.0

Spit and 
chalk

Powerpoints

Walls of 
caves

Blackboard
etc…


