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* What do we do?

« Europe Media Monitor (EMM) family of applications
» Event Extraction

* Importance of multilingual processing

« OSINT Suite (Open Source Intelligence)

« References & Events




Text and Data Mining Unit

o
W
EMM SITAF
Europe Media Text and Data Mining Statistics and Information

Monitor Technologies for Anti-Fraud

TIM BigData & EOSS
Tools for Innovation Earth Observation & Social
Monitoring Sensing Big Data Pilot Project
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I3: Synergy

Interest from academia for
collaboration and applied
research in dynamic
operational environment

Research
 Operational

Interest and feedback from
real world customers and
policy makers for operational
product, stimulating
research and innovation
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CLIENTS

Finland Tax Admin
Denmark Tax Admin

ECDC
Sweden Tax Admin/
Blo-Security Police (Blekinge)
EUROPOL
g \

COMM

FRONTEX
EUROPARL /
COUNCIL EDA

France Police

OAS / ‘h\* \ Poland Tax Admin
EMCD \b
/ Czech Republic Customs
WHO

Slovenia M. Interior! Police

Italy Customs

EFSA Austria M. Interior/ Police
/ EU Institutions
African Union Member States

International

EU Institutions,
EU Agencies,

UN Agencies,
African Union,
Organization of
American States,
Member States
Tax Agencies and
Customs
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I3: EMM - Philosophy

A complex system that works is invariably
found to have evolved from a simple system
that worked. A complex system designed from
scratch never works and cannot be patched up
to make it work. You have to start over with a
working simple system. — John Gall (1975)




Is Natural Language Processing Easy?

“l saw the man on the hill with a telescope”




Is Natural Language Processing Easy?

“l saw the man on the hill with a telescope”
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Media Monitoring for Open Source

information analysis

e Started in 2002 to provide Internet Media
Monitoring to complement/replace traditional
cut-and paste

e Information for decision makers, spokes
persons: mainly ‘political events’

e |nitially main customer DG COMM. Evolved into
monitoring for other kinds of events: disasters
and crisis, security, health threats, countries, etc.
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Objective: Find
knowledge that is
hidden in text

Gathers
T
Enriches

Selects

Presents

Results: Find perhaps
100 relevant articles a
day from 300 000
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A tool to monitor, analyse and aggregate online and other electronically
available sources

Wide Coverage Sources Covered Full Text Analysis

BEE -
NEWS euro

P o ot [ CNCY

Online media ,
News wires e
B I O g S How sgnificant? | What next | At he scene
BBC Monitoring
Oxford Analytica
Etc...

e Local, Regional,
National and
International

e Multi-Lingual

Rapid Updates

e High Frequency
(5min)




EMM Architecture

End Use
Applications

Custom Domain Nt -

(Sources and Topics) Medisys

NewsDesk

2

-
«

a
Gathers @

"300000

new news articles
per day

70]n

languages

{W s ortals
" & world-wide

Classifies all news according

to hundreds of subjects and
countries

At least 48 dead after river
ferry carrying up to 140
passengers capsizes in B

o

T | osestonisin

days
aweek

EMM Open Source
Monitoring Engine
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What EMM can do for you

Reduce amount of data to be analysed
Filter out relevant information based on predefined
categories

Provide additional information
Other categories, places, people, quotes

Provide automatic alerting functionality
Simple email Breaking news

Breaking news per category

Replaces manual searchingin selected sources
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EMM Architecture

EMM Processing Framework

— Ingestion System

Latest items
from channel

Scraper Grabber ] _ _ Categorization h\

Processing Chain

RSS+
: A \ <text>
<entity>
<geo>
RSS+ N\ <quote>
content <tonality>
<category>
Language _ <duplicate>
detector  Entity Entity Tonality Duplicate Metadata
Matcher Guesser Quotes Alert  detection Categories
GeoMatCher Translation Content Alert European
Categories Filter Commission




Language Detection

US president Donald Trump intention to cut the US corporate

A tax rate to 15 per cent may not be achievable with the
' 5 ' border adjustment tax, which might have funded the
reduction, now off the table. Irish tax experts remain
convinced that US tax reform, whatever shape it takes, will

. not adversely damage Ireland’s economic prospects, ~
Language: suggesting incentives for US multinationals to base We cover 70
operations here will continue. “All in all, | wouldn’t be languages

unduly worried at this juncture,” Alan McQuaid said.
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Entity Detection

US president Donald Trump intention to cut the US corporate
tax rate to 15 per cent may not be achievable with the
border adjustment tax, which might have funded the
reduction, now off the table. Irish tax experts remain
convinced that US tax reform, whatever shape it takes, will
not adversely damage Ireland’s economic prospects,
suggesting incentives for US multinationals to base
operations here will continue. “All in all, | wouldn’t be
unduly worried at this juncture,” Alan McQuaid said.

Our entity DB is built on an Entity
Guessing system.

* Different names with same title
* New title with different name

Database with

European
Commission

> 1 million entities




Named Entity Detection

An entity is only associated with his name
« Various spellings

« Acronyms

« Short/long forms and aliases

The entity system does not do any disambiguation

Joseph "Joe" Borg

- Maltese politician, former Commissioner for Fisheries and Maritime Affairs

- Maltese soccer player

- American financial regulator who has served as the Securities
Commissioner of Alabama since 1994

European
Commission




Update Known Entities

« Guessed entities are used to enrich and keep up-to-date the
known entity resource

« 600 unknown names per day are compared daily with ~1,500,000
known name variants

« 120 are automatically merged with known entities
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Geo Detection

US president Donald Trump intention to cut the US corporate
tax rate to 15 per cent may not be achievable with the
border adjustment tax, which might have funded the
reduction, now off the table. Irish tax experts remain
convinced that US tax reform, whatever shape it takes, will
not adversely damage Ireland’s economic prospects,
suggesting incentives for US multinationals to base
operations here will continue. “All in all, | wouldn’t be
unduly worried at this juncture,” Alan McQuaid said.

Database with
1.3 million entries
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Geo Dissambiguation

 Matching

Bill Clinton went to Venice during his visit in Italy
 Disambiguation
ClintonTPennsylvanniaigSATIS: -3 Entity
Venice:Veneto:Italy cls:-3

Venice:Venice:Veneto:Italy cls:2 The most specific wins!
Venicerviarhisen«HiioiS: USA cls:5 Nothing USA related
Italy cls: -1

georss: Venice:Venice:Veneto:Italy fullgeo: Italy
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Entity-Geo Disambiguation

Montenegro

« Common place name (country, cities, regions)
« Common person surname

« Spanish famous fiction character

« Italian bitter liquor

Other examples:
« Hannah Montana
« Paris Hilton

» Asia Argento

« Michael Jordan
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Machine Translation

8)

« Statistical Machine Translation (planning for NMT)
« Only from original language to English.

« 14 EU languages

« (Czech, Danish, Dutch, Finnish, French, German, Greek, Italian,
Latvian, Lithuanian, Polish, Portuguese, Spanish and Swedish

« + Russian, Farsi, Chinese® and Arabic.
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Quote Detection

US president Donald Trump intention to cut the US corporate
tax rate to 15 per cent may not be achievable with the
border adjustment tax, which might have funded the
reduction, now off the table. Irish tax experts remain
convinced that US tax reform, whatever shape it takes, will
not adversely damage Ireland’s economic prospects,
suggesting incentives for US multinationals to base
operations here will continue. “Allin all, | wouldn’t be
unduly worried at this juncture,” Alan McQuaid said.

“All in all, | wouldn’t be
unduly worried at this
juncture” aan veauaid

Quotes are both "From &
"About" in 19 Languages:

ar,bg,da,de,em,es,et,fr,it,nl
no,pl,pt,ro,ru,sl,sv,swi,tr
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Categorisation

US president Donald Trump intention to cut the US corporate
tax rate to 15 per cent may not be achievable with the
border adjustment tax, which might have funded the
reduction, now off the table. Irish tax experts remain
convinced that US tax reform, whatever shape it takes, will
not adversely damage Ireland’s economic prospects,

Y

suggesting incentives for US multinationals to base Categorization:

operations here will continue. “All in all, | wouldn’t be
unduly worried at this juncture,” Alan McQuaid said.

3.000 categories/topics
based on more than

60.000 keywords
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Powerful Categorisation Engine

Based on user defined keywords/patterns

Boolean combinations, proximity, wildcards
Support for Arabic and similar (automatic noun-prefix
processing)

Support for Chinese and similar (no whitespace).

Categories can be overlapping, no ontology
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Complex criteria...
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Tonality

US president Donald Trump intention to cut the US corporate
tax rate to 15 per cent may not be achievable with the
border adjustment tax, which might have funded the
reduction, now off the table. Irish tax experts remain
convinced that US tax reform, whatever shape it takes, will
not adversely damage Ireland’s economic prospects,
suggesting incentives for US multinationals to base
operations here will continue. “Allin all, | wouldn’t be
unduly worried at this juncture,” Alan McQuaid said.

Tonality:

N o
POSITIVE ’))
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Structured data: logical view

@ US president Donald Trump intention to cut the US corporate
tax rate to 15 per cent may not be achievable with the
5 border adjustment tax, which might have funded the

reduction, now off the table. Irish tax experts remain

convinced that US tax reform, whatever shape it takes, will

not adversely damage Ireland’s economic prospects, . .
Language: suggesting incentives for US multinationals to base Categorization:

operations here will continue. “All in all, | wouldn’t be

unduly worried at this juncture,” Alan McQuaid said.

Quotes:

Sentiment: <
+ )))

POSITIVE
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First Vice-president Frans Timmermans

& Frans Timmermans
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&3 9, 7
KuBepVvNTIKA EKBECT] TTQPABEXETAI CIKOVOMIKSO TTARYHO aTro Brexit irj I B I E ;ri E U #U K

Tn pn dnpocizupévn #kBeon P nuepounvia lovouapiou 2018 km pz TTho wAvakuen EE6EoU aTTé Tnv EE — -
T T BT T e T Eo ) ST T P e e £ e ) ST e #BrexitShambles

| egwuarodxoug Shwy Twy uTToupySkuy yia hoyapiaod Tou Y Toupyiou EE680u atd my EE.

Trigger words: EE, Brexit #WATON #Remain

PIK rivcr _ONLINE SOURCES lang.=/ pub: 30 Jan 2078, 17.42 B |
®s O #UKIP #rd4today #ABTV

#europe #StopBrexitSaveBritain

m

YOU'VE BYN HAD How Labour are repeatedly forced to row back on wild

promises Corbyn makes The Labour leader has a history of making bold #TheresaMay #Britain #bitcoin #Airdrop

policy statements only to have them quickly talked down by his #etherum  #cash  #etherdelta  #btc  #Airdrops  #ether  #bth

spokespeople. #Article50  #news  #NHS  #labour #BBC  #Corbyn  #FinalSay ltems about
Confusion aver whether compulsory purchases of vacant properties is the latest in a long line of incidents where #Tories  #ump  #Politics  #Tory  #ReleaseTheMemo  #Brexiters

aides were forced to row back on policy promises. On Sunday’s Andrew Marr Show the veteran leftie was asked
if homeless people should be handed empty luxury flats, replying said: “We....

#BrexitReality #customsunion  #legatum  #SingleMarket  #LBC

#British  #Skvoapers  #Malta  #MavMustGo  #Leave  #lexit

Trigger words: EU, UK, Brexit, Theresa May
o DV AR IS S ATIRAEE e marks 57 S A4S e T CRoar &0 1892 1&n0 EL] # 5 Sz
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MyNews: Most retweeted tweets

BREAKING NEWS 30 Jan 11:16: Zone euro: la croissance atteint 2,5% en 2017, au plus haut depuis 10 ans User: podaval Sessﬁﬁgiﬂ' 0 Jan 2018, 11:43 Logout

My News 1247 / 1249 aticies

B -t Content shown for the following languages:
rexi af,am,ar,be bg,bs,ca,cs,da,de,elen,es et fa (50 more)

Add a new channel... Refinement filters... Get Newsletter Hide similar tems [l t 3 ses =5 A Main Online

== Sei#2 = Brexit >

pages: 1 2 3 456 7 89 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

=  Most retweeted tweets - £+ Sources
Budget airline Ryanair has signed a formal recognition agreement with the Analysed retweets from the last 36 hours e o =
British Airline Pilots Association _ a significant milestone in addressing the

company's often testy relations with its employees

LONDON (AP} — Budget airline Ryanair has signed a formal recognition agresment with the British Airline Pilots James Melville wr

Association, a significant milestone in addressing the company’s often testy relations with its employees. The @ lameshelville

woluntary agreement means that union representatives will be involved in.... & =

Trigger words: Eritish, European Union, Britsin, negotistions, Europesn A Brexiter recently stated that | am wasting my
= _PRESS AGENCIES lang:en pub: 30 Jsn 2018, 11:42

time calling for a second EU referendum

He claimed that support for another referendum

KUuBepVvNTIKH EKBECT] TTAPOSEXETAI CIKOVOUIKS TTARYHO aTtTéd Brexit
[T u = L = Y is dwindling. Rather predictably he added: “you

T un Bnpomeupévn EkBecn Pe NuEpopNvia lovouapiou 2018 Kk pE TiTho wAvahucn EE660U aTTd Tnv EE —

Evnuépwon ZuvoAou Tou Whitehalls aTToKaAGTITE 1) EvnpEpwIk 0TooEABa BuzzFeed. TuvTayBnie amrd lost, get over it.”
| OEMuPOTOXOUC GAWY TwY UTTOURYSkuy yio Asyapoosyd Tou YTToupysiou EE6Bou oTTd Trv EE B
Trigger words: EE, Brexit , ;
PIK riknews _ONLINE SOURCES lang:e! pub: 30 Jan 2018, 11:42 To prove he's wrong, please retweet if you want
B O, a second EU referendum.

PM - Jan 24, 2018
YOU'VE BYN HAD How Labour are repeatedly forced to row back on wild O 524 1114279 ) 4653 .
promises Corbyn makes The Labour leader has a history of making bold N -
policy statements only to have them quickly talked down by his
spokespeople. Items about ¢
Confusion over whether compulsory purchases of vacant properties is the latest in a long line of incidents where Donald Tusk & w

|

[——

aides were forced to row back on policy promises. On Sunday's Andrews Marr Show the veteran leftie was asked eucopresident B
ucopres t —_—

if homeless people should be handed empty luxury flats, replying said: “We.... B
hemeees people o be handes ey et o e et e =3
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MyNews: Most Active Users

BREAKING NEWS

Brexit

Add a new channel sme > Get Newsletter H source

== TEST = Brexit =

User: podawval session started: 12 Mar 2018, 10:19 Logout }
] () (35 ==

Content shown for the following languages:
af,am,ar,be bg,bs,ca,cs,da,de,el,en,es,et, fa (50 more)

= Bl Main Cinlin [l

108 / 1247 aticies

I M S ML g BU, L2 Va0 £U18, UET -
=+ Twitter users

5 13 Anslysed tweets from the last 36 hours

Sweden cannot afford to wait for Brexit negotiation (opinion arti [Andrew Adonis £

Paula RBtorp writes in an opinion article in Svenska Dagbladet that the Brexit negotiations are moving too siowly, Labour pesr. T
and that the financial sector in London can wait no longer. Companies are acting on their plans to invest in another e

59605 =
Wesser (Nigel Farage). Onoe Transport S
ools Minister & NIC Chair. Author 'S Days in May” & i
EU country to enable their operations after Brexit. Likewise, Sweden cannot afford to wait fer the end of the ts Minister & NIC Chair. Author °S Days in May 786 —
negotiations. t should focus on attracting the investments that are aimed at EU countries and investigating which ation, tian
rules should apply to companies or parties from a third country, focusing on the United Kingdom. ) - Fonowsrs:
Vince Cable & IR 15702
Trigger words: EU, Brexit, negotiations
= £ _MAIN SOURCES lang:en pub: 12 Mar 2018, 07:58 - - MP for Twickenham. Leader of Libersl Democrats. 9 Fosowng:
&
&, 87 e 2 . .
Socialist Voice
Fosiowsrs:
Swedish Prime Minister L&fven meets with Luxembourg Prime Minister Labour Party & Jaremy Corbyn Supporter | Socisl Justios & é 52480
Bettel Disability Rights Campaigner | LGETQIA+ | Brexiteer | Democratic ;’é’;":g
News agency TT reports that a potential EU-US trade war was the focus of Swedish Prime Winister Lofven’s Sesialist | #Fresfalestine
meeting with Luxembourg Prime Minister Bettel. The two leaders also discussed the Muttiannual Financial A C Grayling #BPE #ABTV #f\WATON #0OFOC Fomowsrs:
Framework (MFF). Mr Lifven stated that a higher EU budget is not acceptable for Sweden, as all of its reform & AT555
funds would have to go to the EU. If the EU wants to focus more on issues such as the fight against terrorism, it e
will have to reduce structural and agricuttural funds, said Mr Lofuen. Moreover, Mr Lofven and Mr Bettel discussed 1821

Philosopher, Author @NGHLondon

Nick Reeves - #F BPE

Brexit, and Mr Bettel stated that there are no winners of Brexit and that the negative outcome must be mitigated

Trigger words: EU, Brexit
= km-DINS- _MAIN SOURCES lang:en pub: 12 Mar 2018 0756

— = Ea
52 &4 92 3 be immensely

s makes

Interview with Manuel Navarrete: "The return of mass jihadists that we Rl alkamte

feared has not occurred"
In an interview by ABC with Manuel Navarrete, Head of the European Anti-Terrorist Center, he talks about jihadism

A point of view mandiske@ithensweuropsan.co.uk

learer that impiementing

Fonowers:

Fonowsrs:
23353
Fosomng;

898 -

in Europe. He comments that, “In the EU we were expecting a strong return of potential terrorists from Syria and
Irag since 2016 and, therefore, we maintain a very intense monitoring because we thought that the reduction of B1os @103 A 1960 auote 151
territory under the control of the Islamic State would produce an avalanche of returns to Europe. However, the
countries do not inform us that this is happening.” When asked about if the Brexit wil have negative effects, he

states that it is necessary to "maintain the best possible levels of cooperation™. Attributes
e
12 Mar 2018, 07:55 + EURO and Economic and monetary snion
= ———

17
@

e

e FonOwerS:
ot ms about country
rescit wil Fosomng:

< to our country & its peopie. 8341

pages: € 1 2 3 B

£+ Sources
Items from country
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MyNews: Keywords cloud

BREAKING NEWS 12 Mar 08:36: EU-K

k

verteidigt umstrittene Beforderung von Selmayr

My News

European
Commission

Add a new channel... Refinement filte

== TEST = Brexit =

Brexit

HEl source

USelﬂodaval session started: 12 Mar 2018, 10:1% Logout +
[ (=]

W
108 / 1247 Articles

Content shown for the following languages:
af,am,ar,be,bg,bs,ca,cs,da,de,el,en,es,et,fa (50 more)

Fr e SUURCES g puw.

20 @2 &35 W 13

Sweden cannot afford to wait for Brexit negotiation (opinion article)

Paula Réttorp writes in an opinion article in Swenska Dagbladet that the Brexit negotiations are moving too siowty,
and that the financial sector in London can wait no longer. Companies are acting on their plans to invest in another
EU country to enable their operations after Brexit. Likewise, Sweden cannot afford to wait for the end of the
negotiations. It should focus on attracting the investments that are aimed at EU countries and investigating which
rules should apply to companies or parties from a third country, focusing on the United Kingdom.

Trigger words: EU, Brexit, negotiations
= km-Di _MAIN SOURCES lang:en pub:

07-58

12 Mar 2018

oy D7 9 w2

Swedish Prime Minister L&6fven meets with Luxembourg Prime Minister
Bettel

News agency TT reports that a potential EU-US trade war was ths focus of Swedish Prime Minister Lofven's.
meeting with Luxembourg Prime Minister Bettel The two leaders also discussed the Muttiannual Financial
Framework (MFF). Mr Léfven stated that a higher EU budget is not acceptable for Sweden, as all of its reform
funds would have to go to the EU. If the EU wants to focus more on issues such as the fight against terrorism, it
will have to reduce structural and agricultural funds, said Mr Léfven. Moreover, Mr Lofven and Ir Bettel discussed
Brexit, and Mr Bettel stated that there are no winners of Brexit and that the negative outcome must be mitigated.

EU, Brexit

Trigger words
E=w NE-SE _MAIN SOURGES lang:en pub:

Krm-Dr

12 Mar 2018, 07-56

Interview with Manuel Navarrete:
feared has not occurred”

In an interview by ABC with Manuel Navarrete, Head of the European Anti-Terrorist Center, he talks about jihadism
in Europe. He comments that, In the EU we were expecting a strong return of potential terrorists from Syria and
Iraq since 2016 and, therefore, we maintain a very intense monitoring because we thought that the reduction of
territory under the control of the Islamic State would produce an avalanche of returns to Europe. However, the
countries do not inform us that this is happening ™ When asked about if the Brexit will have negative effects, he
states that it is necessary to "maintain the best possible levels of cooperation”

The return of mass jihadists that we

Trigger words: EU, Europe, Brexit, Europesan
= km-DNS-ES _MAIN SOURCES lang:en pub: 12 Msr 2078,
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L) AllDissases.
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35 Crime
Czech left st to win clection but new parties cloud outlook reuters | CercaTrova
| = [2- FIGHT AGAINST FRAUD (2) | D
| FinancialE conomicCrime:
Jaikhail Knodorkovski “a all choisir entre lexil et la prison” (M ikhail Khodorkovsiy 5] Forgeryloney
hod to choose between exile and prison) Lefoint -~ HumanTratfic
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Default Fiter

DEMO General Security Crime Drugs
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La migracion ilegal es "insostenible”: primer mi
‘unsustainable'; prime minister of Bnhnn—ms)

istro de Bahamas - (lliegal migration is

telemetro 12 Apr 2015 00:56, Lonsuose: os en fr it
£l primer ministro de Bahamas, berey Giadaione Christie, 6 5 a 1a VII C
Américas, por la migracisn ilegal que vive paic y ge3d N esta | por las
acciones que hemos tomado para devolver a estos migrantes™. (The prim ter of the Bahamas, turn P

Christie, expressed its concern this Saturday in the 7th = 5F the americas, by itlegal migration currentty
facing cf d made it clear that it is not "by apologising for the actions we have taken to restore
s ]

(Duplicate) Detienen a jefe de banda internacional de narcotrafico requeride por EE.UU.
to head of international band narcotraffic required by usa)

noticiss-terra 72 Apr 2013 00:42, Lonsuose: &5 en fr t de 22

La Policia Antinarcéticos de ‘Colombia detuvo en la ciudad de Barra"ml\h (norte) a Carlos End m‘lue Samuels Duram alias
“Samy”, supuesto jefe de una ¥ pedido r EE.UU.,
informé hoy la institucién. (The colombian anti-drug DD!J(y urrystyn‘ inthe chy of Bnrrumaun!u (narzhl to (nr(as
Enrique Samuels Durdn, alias "Samy", head of an internationat nriﬂmsu[mn devoted te drug trafficking and
requested in extradition by che usa, reported today the institution.)

(Stop

Soutien canadien de 156 millions de dollars pour I'amélioration de la santé, de la sécurité et...
- (Canadian support of 156 ml”l'on dollars for improving health, safety and...)

or 2015 00:38, Languose: fr en

Mﬂnlreal 11 avr. 2015 (MAP)- Le Welmev mlmslre ‘canadien Stephen Harper a annonc!, ‘samedi a Panama City, le
soutien de plusieurs initiatives en € €, de sécurité, de gestion
frontaliére dans les pays d Am:mlu: latine et aux Caraibes, d'un montant global de 156 miliions de dollars. {Monrrem 11
aur. 2015 (MAP) - £he tanadian prime minister Stephe Harper announced Saturday in Panama City,

B T e elin Pl i ety eter o syt wlo ST oA e T
countries of latin america and the caribbean, @ total amount of 136 million dotiars.)

Saisie de 600 kilogrammes d’héroine dans l'est de la Turquie - (Seised 600 kg of heroin in
eastern turkey)
menara 12 Apr 2075 00:38, Languse: fr en it de >

Istanbu, 11 . 2015 () Les services ge patce turcs ont progés s a saiie samedt cune quantité de 600
Kiogrammes &'héroine dans s province arienisle d'Elazig, rapporie l presse locale. Des & e la police ont
{nEefCEpLE un camion transportant (s Grogue qui provensit de.a p (Ceomiout, 11 . 3073ty e
Dotice turks have made the seizure Saturday Jor a UGnEIcy of 800 klioarams of herofn in the eastern province
of Elazis, reported the local press. Elements of the police have intercepted a truck carrying drugs which
stemmed from the pravince.)

Detienen a jefe de banda internacional de narcotrafico requerido por EE.UU. = (Stop fo head of
international band narcotraffic required by usa)

negocios 12 Apr 2015 80:37, Lansusse: e gn fr it
Bogota, 11 abr-. La Paticea Antimarcsticos de Caombia e e T (T S B
a

Samuels Duran, alias “Samy”, supuesto jefe de una s cuy:
extradicién fue pedida por Estados Unidos, informé hoy la institucion. (ogora, 71 Apr. - the (mumbuin e
P e I e e e B o e
head of an international organisation devoted to Grug crafficking and whose extradicion was reduested by the
United States, reported today the institution.)
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FRANCE SUMMONS US
AMBASSADOR AFTER SPYING
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z}. Conflict

France summons US
ambassador after
spying revelations -ro | DE | 1 Hours 1 Min
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End-to-End solution

EMM
(Europe Media Monitor)

[B[B|C] News Sport Weather Capital Futwre Shop TV Radio Mofe..

NEWS eurore s /

Home UK Afica Asia [T Lot America

13 May 2014, 421 01:29 GMT EmEaOs
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e 8.000 News Sites

e 300.000 articles per day
e 70 Languages

e 3000 Categories/Topics
e 60000 keywords

e Runs 24/7

e Visitors 25000/day

Domains:

e Border Security, Cybercrime & Fighting
Crime

Socio Political Event Monitoring

Public Health Threats & Food Safety
Conflict Early Warning
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Event Metadata Extraction

“To detect automatically who/what did what to whom
when, why, with what instruments and determine the
consequences”

@ Information Extraction Task as opposed to Information Retrieval
@ Extracting information in order to fill slots of database-like structures

@ Try to maintain EMM approach of being as much as possible
language agnostic “syntactic lightweight”
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“Baghdad 12/01/2010 American soldiers involved in a firefight shot dead five Iraqi
insurgents today during a routine patrol in Baghdad, 2 US soldiers were slightly injured

with minor wounds. The firefight started after...”

Slot Name Value

TYPE: Shooting
PERPETRATOR: American Soldiers
DEAD Iraqi Insurgents
DEADCOUNT 5

INJURED US Soldiers
INJUREDCOUNT 2

LOCATION : Baghdad

TIME: 12.01.2010
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Violent Crisis Evert Types |

‘VWWWVVV

Hostlage Arrest Bombing Aurhssile Assassintaion
Relcase (HFY Roasen VR (AR) (B0} Atlack (AA) ISH) (AS) 5 Emotmmn
Tesrorist Sio/Chemical Disorder. Heavy Weapons  Siwbbing Vandalsm

Artack | TA) Attack (8C) Muteny (SF) Fire (HW) (ST) Atack {PA) (YA} (RBI

Man Made Disaster Crisis E\unleu]

ﬁQ@.'

Mantima
(VM) XP) Accident (MT) |P|HACY)

Matural Disaster Crisis Event Types I

LBLLEL

Ernuptan{¥O} iLS) (AV)

Stom Winter 5
{SR)

1R

Storm [TR) Stnke (LG)

[FLI

Other Crisis Event Typas ]

H@®®

Crop Demons. Prop. Sigzure  Riots
Failure

(Z) (S) (#in) @
‘\
Sabotage Strike Human  Cyber Attack

Targeting
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¥ Places

v == My Places
v [~&3 EMM Layers

Qo +

v

v

>

vvyvy

&
3 Key to Symbols
N

~ & NEXUS-Crisis Events
v [~ &3 Live in Real Time
./E English Events
v @ French Events
v’@ Italian Events
v @ Spanish Events
@ Russian Events
v @ Arabic Events
»/E Portuguese Events
v & Turkish Events
> B Last Week
B NEXUS Maritime
& Medisys-NEXUS (Medinex)
& 24 hour EN
& 7DayEN
@ 24 hour FR
@ 7Day FR
© EMM Moderated Events
© News Clusters
& General Alerts
© NewsBrief BNS
@ Events

vvvy

vy

¥ Layers

v [~ Primary Database

v ‘F Borders and Labels
v & Places
~ = Photos
E= Roads
~ &3 30 Buildings
-~ &% Ocean
ﬁ Weather
% Gallery
@ Global Awareness
[J More
v Terrain

Fire crews battle Aberdeen wildfire

Image caption The wildfire is covering an area measuring about 50m by 30m.
Firefighters are dealing with a gorse fire at an Aberdeen golf course. Two fire
engines and a wildfire unit were called to Links Road, close to the Royal Aberdeen
course, at about 04:40 on Thursday._...More

Value
Social
Wildfire
2018-07-05
Aberdeen

Slot Name
TYPE:
SUBTYPE:
DATE:
LOCATION:

event-
location:

More than 100 animal rights
animal cruelty with a mock b
on the eve of Pamplona's fa
throughout the narrow, cobbl
city are the main feature of t

Aberdeen:Grampian:Scotland:UK[57.1408,-2.13011]

...40am this morning at Royal Aberdeen Golf Club in Bridge of Don. A
spokesman said: “"Two units attended the ...

3

SNIPPET:

articles:

Slot Name Va

TYPE: Po

SUBTYPE: Public Demonstration
DATE: 2018-07-05
LOCATION: Pamplona
PERPETRATOR_DESCRIPTOR: Activists

Pamplona:Navarra:Navarra, Comunidad
Foral De:Spain[42.8133,-1.65298]

Activists protest against bullfight in
Spain, Mayawati meets ...

articles: 5

event-location:

SNIPPET:
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Basic Aggregation Analysis over Space and Time

Civil Unrest and Protest Viclent Events

1 Jan.

12 Feb. 2011

5 Mar. 2011
26 Mar. 201
Algeria Tunisia — Jordan
Iran — Bahrain — lrak
Saudi Arabia — Marocco — QOman

United Arab Emirates
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Crisis Events en,fr,it,es,pt,ru,ar,tr,bg[ zh]

Border Security Events fr,it,es,ar,(en,ru)*

Medical Events en, fr,tr

*1500 moderated events were imported into the Frontex Eurosur system, the event extraction and
moderation systems were also used as inspiration define the policy for Eurosur (exchange

of border security related events between Member States) European

Commission




Event Moderation

Countries: Africa % ~  Languages: -
Types: - Date from: Date to:
Status: - Severity: - Sources: - Dead: H Injured: H
Events List (<] Event Detalls
Title Pub Date Lang = Type | Article  Severity Dead  Injured Country Save changes <Prev Next >
+  Somalia's al Shabaab says has stormed miltary base .. (@ 28418 en  § 8 Not Set 27 7 S0
Title: 11 Killed In Attack On Taxi Drivers In S'Africa Slots
+ | 11 Killed In Attack On Taxi Drivers In S'Africa | @ 23Jul18  en W 5 Not Set 1 4 ZA Snippet: Gunmen in South Africa ambush taxi drivers; 11 killed ...
Name Value
+ Af - 11 jihadistes t I li 23 Jul 18 fi 2) 4 Not Set 12 (] ML
rique - T1 Jinaclistes 1ués par farmee mallenne @& " r® ot 5 generated Mon, 23 Jul 2018 10:42:56 CEST
F bl 00 el ey ] (5 JA Gl B o 8 el (=} 23Jul18  ar w 6 Not Set 3 0 EG Description:  Eleven taxi drivers have been shot dead in South Africa after gunmen opened fire on a dead n
minibus carrying members of a taxi drivers’ association, police have said. Police spokesman
Bl Gl g e il ) 11§ @ 23 Jul 18 ar 7 Not Set 1 0 ML Jay Naicker said on Sunday the drivers were on their way home from the funeral of a injured others
gt WA L colleanie on Saturday evening when their vehicle was ambushed in Kwa7uli-Natal rovinee | perpetrator qunmen
B 1D o g kg o oS e i g @ 2w a g 7 Not Set . o 0z Link: _hitp:(139.191.34.50:8181/Nemoinemolstarylleadership-8ebo76904102001387c391e 1 ef62422.  argets minibus
- - Country:  South Africa ~  Language: English = firstitem 2018-07-23T05:37+0200
H e il plial o A ad) o AN At g i kae (@ 23Jul1s  ar @ 1 Not Set 0 0 EG
Pub. Date: 23 Jul 2018 Severity: Mot Set = lastilem 2018-07-23T09:01+0200
+ Report: Islamic State group leader killed in Egypt's... @ 23 Jul 18 en 0O 1 Not Set 1 ] Ly | Dead: 11 a Injured: 4 -
4+ gt Viial panll o jaliine Jlen ciate o (AN (=} 23Jul18  ar \v 1 Not Set 0 0 EG Type: Shaoting -
* taphotodujour @ e " v ! fotset 0 ’ . _ o
L0 N
+ Condutores sio julgados hoje em Luanda @ 23Jul18  pt & 1 Not Set 0 0 AO Title Pub Date Lan
+  Gunmen in South Africa ambush taxi drivers; 11 killed @ 23 Jul 18 09:01 +0200
+ 8 worshippers dead in Konduga attack @ 23 Jul 18 en Q 1 Not Set 0 0 NG
- +  Eleven taxi drivers shot dead after attending funeral in... (& 23 Jul 18 07:38 +0200
+ BREAKING: 8 worshippers dead in Konduga attack 23 Jul 18 en 1 Not Set 8 3 NG A
PP 9 @ v + 11 Killed In Attack On Taxi Drivers In $'Africa @ 23Jul1807:21 +0200 7 Krugersdorp. Randbirg
#+ Cameroun: l'ambassadeur du Sénégal atirésarév... @ 28Jurtg I Q 1 Not Set 1 o cM +  South Africa shooting: Eleven taxi drivers killed in amb... €& 23 Jul 18 05:44 +0200 condiafiui ROOGEDdOTE Delmay
§ . 5 Johannesburg<soksbirg-.,  FIN
*  Dansle Cameroun anglophone, un prétre assassiné @& 23Jul18 7 1 Not Set 1 ] cm B 11 South African Taxi Drivers Killed in Ambush G 23.Jul 18 05:37 +0200 e 7= ko Al N sprids.
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+ Afrique du Sud : onze chauffeurs de taxi abattus &... (@ 23 Jul 18 fr ) 1 Not Set 0 0 ZA « ( Page of1 ) » C No articles Io display T Le;?’“\a_j ‘?\‘J / n
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Event Linking

Category Crime Violence Category Crime Violence
b.
e il Features with high
Location Manchester:Greater Location Manchester:Greater g
Manchester:England :UK Manchester:England:UK . - - -
. v = discriminative power
Injured 59 i&éntity dependéﬁcy Injured 59 f I . k' .
Title 19 killed in blast at Ariana . Title Manchester attacker O r event In I ng [
Grar.JdE's Manchester concert / identified as 22-year-old
(Third Lead) ‘ a Salman Abedi: Police
Description i'tliEZSt !119;;5?5(_’"5 :‘?e Category Crime Viclence Description The man suspected of
1lled an injured in a carrying out an attack at N d E H O |
terror attack here on Monday Type Tt RiEtes an Ariana Grande concert hd al | Ie - ntlty Ver ap
night at the copcluslon of a in Manchester, England, .
cqncert by American pop X Location Manchester:Greater Monday that killed 22 L4 Welghth ed CO nte nt
singer Ariana Grande, police Manchester:England:UK people and injured 59
said. The explosion, the others was identified as d
second in the city in 21 Dead 19 22-year-old Salman Abedi, Wor Overlap
years, took place a;ound X police said today. Abedi
10.35 p.m. (local time) on Injured 59 died at the scene after o Hypernyl II Overlap
Monday at the Manchester using an improvised
Arena.... Title 'Suspected terror attack' il e H 1
after Ariana Grande gig at 2;?igi;‘1’: 5:;{;?5' d Locatlon Inforl I latlon
Manchester Arena

Category Crime Violence Description Nineteen people have died Category Crime Violence
; and more than 50 others
Terrorist Attack e " -
Type are injured following a Type Terrorist Attack
Location Manchester:Greater suspected terror attack at -
Manchester:Greater
Manchester:England :UK the Manchester Arena. LR e e P
Greater Manchester Police FERT .
Dead 22 said the explosion, which Dead 22
A happened just before
Injured 0 PP J =
2 10.35pm on Monday, is Injured 0
Title Islamic State claims being treated as a Title NEnaieeten st
responsibility in Manchester suspected terror incident. Tiseebicit celebratés
blast bombing in video
frrs 1
Description In a statement, the Greater

Description 'The lions of the Islamic
State are beginning to
attack all the crusaders.

Manchester Police said that
they arrested a 23-year-old

xgzﬂnzztigitslﬁni}}::s;:ax e dependency dependency Allahu Akbar.' Traumatised

hundreds of leicg swarmed ‘ i?:i:;:stﬁzsaiizﬁiiszg tne

ey ’ same_cause . e g gy pember s

Authorities are try::mg.to - - > :i;lzsgiélaiezrgggked :*”‘, European
e B . Commission
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Importance of Multilinguality

/talian - German

English - French

Spanish - Portuguese
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Importance of Multilinguality

~67% reported in non-English news only

Number of Events

~2% reported in non-English news are 0

reported in >1 language

1

A random selection of 523 events from 22 ik
non-consecutive days in 2010 (6 languages)
~10% reported in >1 language 100
27
1 2

13
5
4
I I 2
3 4 5 6
Number of languages in which news report an event
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Importance of Multilinguality

% @' |2 |®& & | B < | o | B

e Lmamee Loee! = rrontex  REAL-TIME NEWS EVENT EXTRACTID

JANVAN D iccion

Vii Smuggling tunnel found under EU border with Ukraine

Two arrested after police uncover underground train used to smuggle people and
contraband cigarettes into EU A 700-metre tunnel with its own train used for
smuggling has been discovered running between Slovakia and Ukraine, the
Slovak government said on Thursday._...More

v Search

_,

Fly to e.g., San Francisco

4]

FlQ

v Places Add Content
@ Portuguese Events 4
@ Turkish Events

Slot Name Value
= W8 7 pays TYPE: Crisis
=BL S English Events SUBTYPE: Arrest
7 \ e
B nglish Events (P. Germany ) COUNTRY: Ukraine
@ French Events o [V COUNTRY ID: UKR
g Italian Events ; i ARRESTED: Two, more than 2 (-1) ]
@ Spanish Events 2 Der NUMBER_ARRESTED: 2 (-1) ,
710 ussanvens - g4 W gtk eddmie
@ Arabic Events twitterlinks: www.ua-reporter.com, www.heraldsun.com.au
@ Portuguese Events M

@ Turkish Events 3 : . | & X
B A Data SIO;NOAA, UIS NK‘W“N«G‘}:‘HBEBCO
D D’ ©2012/Cnes/Spotimage | i / ¥y . ©2009
Image ©2012)TerraMetrics T Police bt European

Image U: cal Survey.
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Importance of Multilinguality

R)

UA-REPORTER.COM

B MUPE

YKPAMHA OHJIAVH
3AKAPTATBLE

YKP HOBMHU
HOBOCTH BJIOroB
Monutuka
Kpumuxan
O6wecrso
Mpoucwecrsua
IKOHOMMKA
Kynetypa

BoiGopbi

Cnopt

AsTO 1 MOTO
BusHec

Typuam

AHOHC

3noposbe
xonorua
O6pasosaHne
HenswinmocTs
Datbi 1 106unen
Moroga

BWAEO HOBOCTU
AHanuTrka

FNIAC HAPOAA
Apxus
GOTOrANEPES
[ABOHUKN-ABOAHSALLUKA

WHTepHeT-onpoc

[NABHAS  B/IOTM mm RU ™@UA

lopsumii Tenedbor Ua-Reporter.com 0959115248 . Bul MOXeTe
CoO6WMTE HaM HOBOCTb ¥ NpucnaTe ¢oto - MMS,

B Y>xropoae Haluiv oM, C KOTOPOro HauMHaeTca
TOHHenb B Cnosakuio (®OTO, BUAEO)

19.07.2012 (16:43)

azBoiitw | & Perucrpauns
Caenars cTaprosoii!
[o6asuTh B MabpaHHoe!

£} RSS / Excnopt

Mowuck

OTnpasuTb HOBOCTb,
doro, BUaeO

@

370 KOMMEHTHpYIO!

ATN B Yxropopge: Asa
"Mepca" He nogenunn
oavH nepexpecrok (POTO)

MNpocMoTpos: 2,668
B 3akapnarckomM necy
3apepiKani BOOPYKEHHBIX
Ao 3y6os 6aHauToB

Npocmor

Yropopa yxe gasHo cran
rOpPOAOM MW/LTHOHEPOB

Npocmorpos: 1,677
3akapnarckas
LeNMTENLHULA M3roHseT
FANCTBI M NEYHT PYKaMK
(®0TO)

Npo Tpos: 1,505

Ha 3akapnartse YPAJT
nepesepHyNcs 1 csanunca
B NPONAacTb, €CTh MepTebl

0 poe: 1,316

Myxkauesckuii 'O YMBA

B Ykropoae no ynuue Hawnm

CerofHs NOrpaHUiHIKI NOKA3aNN HEKOTOPBIM XYPHANUCTaM OM B
Yxropoge, ¢ KOTOporo s 8C . HecMoTps Ha
COBPEMEHHYIO TEXHMKY, NOrPaHUYHUKIA HE CMOrNI OBHapPYXUTb 3TOT
TOHHENb TONBKO 13-33 TOrO, HTO MOA3EMHOE COOPYXEHNE HaXOAMTCA Ha
rny6vHe 5-6 MeTpos.

06 3TOM B KOMMEHTap1K Xyp! Tam Bukrop Mo’ R
BPEMEHHbIA 1.0. Ha4abHNKa YONCKOro NOrpaHYHOro OTPAAa.

Mo ero cnoeam, TOHHeNb NpocTupaercs Ha 700 MeTpoB, - 3TO NepBbIi

AARARLLIYS rmaial 8 Vensuus

3bICK
npecrynHukos! (®OTO)

Tpos: 1,270

32"2[)“8’1’0(3“ MUANLMA
CuUMTaeT, uTo NoWMana
Aep3Koro Hapkoawnepa
MpocMoTpos: 1,132
5 Teicayu 6aKcos - u
Heneran nonagaer u3
3akapnartbs B8 Cnosakuio,
HO He Bcerpa

Note that the
site 1S not In
English even

though the
reported event
was.
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EMM Open Source Intelligence Suite

1 ACQUIRE 2 EXTRACT
Extract

Acauire Dotuments

from Internet and Entities and

Relatinnshins

Local Sources
3 AMALYSE FIND
Organise Findings Find Open
and Combine with Sourca
prior Knowledge Information
European

Commission



EMM OSINT Suite:

* Web search

 interface for exploiting results returned by most popular search
engines

- facility to integrate new search engines
« Crawl of targeted web sites
* Import of local document collections
« Conversion of documents into plain text
 HTML, PDF, Microsoft Office and Open Office
« Creation of metadata

European
Commission

* Unique File ID, Acquisition Source, Language ID, ...



EMM OSINT Suite:

Extraction of "generic” built-in entity types
* Person, organisation and location names
« Time and numeric expressions

 ldentifiers (e.g., email/postal addresses, URLs, IBAN/VAT
numbers, phone numbers, currency expressions, etc.)

Extraction of user-defined entities

- Lists of known entities and their variants

* Regular expressions

Categorisation of documents (simmilar as in EMM/Medisys)

European
Commission



EMM OSINT Suite:

* Viewing extracted entities in Entity Browser

* links to documents in which they appear

« frequency-based list of co-occurring entities
- Creation of entity graph

» based on co-occurence information

- to derive intelligence about relationships which are not necessarily
obvious

* Creation of reports

- Predefined (e.g., related entities, list of URLs, eftc.)

European
Commission

«  Customised by the user



I EMM OSINT S 220 8-54) o] b
file fdit Projet Web Window Help Debug

& Workspace Navigator 3 & Entity Browser - @ Al-Qaeda chief urges Saudis to rise up | thetelegraph.com.au =g
15 Ayman al-Zawahiri - b

& Analysis -

(& Bookmarks =

@ Bing_2013-07-3011-53
@ Aforismi di Ayman Al-Zawshiri
@ Aiman az-Zawahiri - Wikipedia
@ Ajman az-Zswahiri - Wikipedia, wolna..
@ AlJazeera English - News
@ Al-Qaeda, Al-Shabab officially merge, Ayman al-Zswahiri s2ys ..
@ Al Qaeda, al-Zawahii invita gli egiziani
@ Al Qaeds, il nuovo capo & al Zawshiri...

el i The original web page
@ AlQaeds, Osama bin Laden, Ayman al-Zawahiri - 9/11 Encyclopedia ...
be accessed by

m

e Sl v e can
otk ToSgpr double clicking on the
desired bookmark

wahiri Calls On Muslims To Support .
@ Al-Qaeda Leader, FOCUS ON TSRAEL piace 3 3.357 persone,

O A4l Vet e $ & Terrorismo - Al Zawahiri sul trono del terrore: avanti con Jihad
@ Al Qaeds leader Ayman el ¥ s :
i le_2013-07-30_11-51 L'ascesa al vertice di Al Qaida annunciata in un comunicato

DUBAL, 16 giu. - Il medico egiziano Ayman al B thoin sccisle & fae
Zawahiri & il nuovo capo di al Qaida, pronto a
proseguire la jihad contro americani e israeliani.
L'annuncio  dellincoronazione del successore di
Osama bin Laden alla guida dell'organizzazione
terroristica islamica pid temuta al mondo, & stato
dato con un comunicato diffuso oggi sui principali siti
islamisti. Considerato il “cervello” di Al Qaida, Ayman
al Zawahiri - che compira 60 anni fra pochi giomi e
sulla cui testa pende una taglia da 25 milioni di
dollari del Dipartimento di stato americano - & stato designato “dopo consultazioni” dal
"comando generale di al Qaida”.

Antisemiti Disinformare Gaza West Bank

tiovo leader Zawahiri annu
— “Contmueremo la guerra santa contro U

Em.lnurl Baroz
17 2011 ElMipiace 38 W Tweet 0

Lawahin

ite in ..

@ Al Qaeda leader Ayman Al Zawahisi is hiding in Egypt say Sotto la guida del suo nuovo leader, Al Qaida si impegna a proseguire la guerra santa
@ Al Qaeda Leader Ayman al-Zawshari Urges For More Protests, Hol - contro gli Stati Uniti e Israele. La rete terroristica porterd avanti “la jihad contro gli

B search Tooks 22 |7 Reports
The links of the search results are (e e e
n n qualungue valore m_ora.'e o legale. Per no-‘,’pono-‘o
stored under the “"Bookmarks” folder. B e e e e
razzismo e di razziale™ - |

Each bookmark contains URL, ol G ovemire 1975
timestamp and search engine used. Ut Comment | Tag Cloud

6 Emanuel Baroz
Champagne per Priebke e | soliti ebrei soli a -
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= | (5] |

File Edit Project Web Window Help Debug
() Workspace Navi... | & Entity Browser £2 | .Za Category Brow.. | — [ ||

[ counterjihadreport.com.tag.ayman.al.zawahiri.html &2

= 0

- MNews ~ Resources ~ Activism Search Main menu. Tag Archives: Ayman al-Zawahiri Post navigation. Posted on September 8, 2014 by Al Qaeda chief  ~

Select Project: [Caupmjecﬂ‘mn'm

z)

Ayman al-Zawahiri. Brian Fairchild: On September 4, 2014, al Qaeda leader Ayman al Zawahiri announced the creation of a new al Qaeda organization
called — Qaedat al Jihad in the Indian Subcontinent (QJIS). The mission of the new affiliate is to consclidate the jihad movement in Kashmir,
Bangladesh, M (formerly Burma), and India, an area that has fore been an I b for al Qaeda. This new al Qaeda

m

olgamzatlon is headed by Asim Umar, a former Pakistani Taliban commander, which may be the key to understanding this new development, and an
|nd|catur that Zawahln is plannlng lo attack the United Stms, and has the capability to do so. The announcement comes at a time when Zawahiri's

£ Thomas Joscelyn
£ Anwar Sadat

. & Sayyid Qutb
£ Ayman Al
& Bakr al-Baghdadi
£ You Might

. & Abd Al-Nasser
& Mohammed Rabie

. Pr—

in each document are shown
in the Entity Browser
organized by type (person,

ge.
is the anemic announcement of a new affiliate that will
now? In the context of all his tribulations, neither the
uncement, and ancther role for the new affiliate to play.
other successful attack on the American homeland,
ted by him and Osama bin Laden, would restore his
claim credit for the attacks, and thus they would have to
hich may be precisely why he announced the creation of

he leadershio and litv of “core” al

# Search Tools 2 | |7 Reports T
[ > Bing

Yahoo

Google

F:d Google Scholar

organization, toponym, etc.)
It also shows the frequency

and the number of documents
in which each entity appears

BlME-0-=- 0

Seacch logical and p cver the inter | jihad movement is being fundamentally challenged in an actual jihadi civil war between
his Syrian affiliate, the Nusra Front, and Abu Bakr al Baghdadi's Islamic State of Iraq and Syria (ISI5). Clashes between the Nusra Front and ISIS began in
[Nl entities of project v] early 2013, but increased when al Baghdadi publicly claimed that the Nusra Front was part of ISIS and would be merged with it. Al Nusra's commander
Abu Muh d al Jawlani, h , refused to merge, and the duspute became increasingly violent. Jawlani subsequenﬂy appealed te Zawahm to
Entities freq docs arbitrate the conflict. Zawahiri sided wnh al Nusra, and al hdadi to di tve ISIS and return to Iraq. Al Bagl
Zawahiri's ruling, routed al Nusra frem the Syrian city of ar-Raqqa and tock control of 80 percent of its foreign fighters. 1SIS then swept threugh Syria
> {2 toponym and Iraq taking control of the cities of Fallujah and Ramadi in the first few days of January 2014 In February 2014 asa dlrtd result of his
« S person insubordi and the b lity of his ¢ ign, Zawahiri officially and publicly d . In infully stated “I have to 1]
£ Ayman al-Zawahini 434 57 choose between the rule of God and the rule of Zawahiri, and I choose the rule of God”, and he continued his conquc‘il He took Mesul in early June,
& BinLaden 102 16 and then, on June 29, 2014, he announced the creation of the Islamic “caliphate” naming himself as the new leader of all Muslims and calling for all
o bin Lad P 30 jihad groups to obey him and gather under his banner, and he changed the name of his orgamzahon from SIS to the Islamic State. Al Baghdadi's
& Osamabinla en_ - creation of the “caliphate” is central to understanding the degree to which he has und d Zawahiri's p ig and authority because it brings to
- & Ayman Al-Zawahiri 20 15 fruition the goal that Zawahiri himself explicitly defined as vital for the success of the jihad :acill diothafoll ctef bz
£ Mohammed 52 19 book Knights under the Prophet’s Banner , published in 2001: “Armies achieve victory only wh . .
L. Tempest Publishing 36 1 movement will not triumph against the world coalition unless it possesses an Islamist base in
s that we have reviewed for mobilizing the nation will remain up in the air without a tanglble ga e r pe O rm I n g e e n I y
i :: 'Z-:I».:lahm ;z 1; state of caliphate in the heart of the Islamic world.” That the prized “caliphate” was
> {l -
face to Zawahin, and illustrates that this m%emecnne war is notjust a spat between jihad group
& Tova Dvorin 26 14 leadership and cperational direction of the entire i ional jihad r In additi eX ra C I O n ea c OC u I I le n
£ Ayman Muhammad R 25 16 believes that maintaining Muslim public support is paramount to the survival of the jihad moy r
£ Ayman al-Zawahri 23 g would lose this support, such as rigidly forcing Sharia law on Muslims, conducting sectarian w] = =
. & Usama bin Laden 2n 6 prisoners. Al Baghdadi, on the other hand, doesn't care about Muslim public opinion, believes| Ca n e rev I ewe u s I n g e
B B 20 10 law, he actively foments sectarian war between the Sunni and Shia, and he frequently uses the|
& Abu Bakr al-Baghdadi weapon. At present, al Baghdadi's Islamic State, flush with money, manned by a flood of fored 2
& Abu Bakr 20 92 and having realized the dream that Zawahiri has always called for — the establishment of the * Oc u m e nt I ewe r
.+ & L. Mansfield 19 1 problems do not stop there. Not only is the Nusra Front losing, but there is also growing factid I
£ Abu Ghaith 17 2 over it — one faction wants to rapidly increase the number of foreign fighters into the ranks wit] - = = =
while the other wants to limit such an expansion in order to ensure that all within the Nusra Fry I I I n a reco n I Ze
counterjiha 16 h N - . - - " oy
h d 1 establish an Islamic emirate in Syria to compete with al Baghdadi. It gets worse for Zawahini. N|
S successes has caused dissention and desertions in the ranks of Zawahiri's heretofore loyal and S/pue
. & Ibrahim 17 10 « entities
e All named entities recognized ;
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Advanced Extraction Pattern Language

person :> ((dictionary & [TYPE: "first_name",
SURFACE: #first])

(dictionary & [TYPE: "initial",
SURFACE: #in]

token & [SURFACE: "."]) 7

(token & [TYPE: "first_capital_word",
SURFACE: #last])) :name

-> name: person & [NAME: #full_name,
FIRST_NAME: #first,
LAST_NAME: #last,
INITIAL: #in
AMOUNT: "1"]

& #full _name := ConcWithBlanks(#first,#in,#last)

& ValidatePersonName (#full_name) .| :
uropean

Commission




Advanced Extraction Pattern Language

credit_card_number :> ( separator
( digit & [SURFACE: #d1]
( digit & [SURFACE: #d2]
( sym & [SURFACE: "-"] )?
)+
) :card
separator
)
-> card: credit_card_number & [SURFACE: #final_card,
ISSUER: #card_type]
& #final_card := Trim(#d1,#d2)
& #card_type := CreditCardIssuer(#final_card)
& LuhnTest (#final card).

European
Commission




18 EMM OSINT Suite 2.2.0 (64-bit I

Fle Edt Project Web Window Help Debug

() Werkspace Novigator| 5 Entit Browser £ ven

Select Project: | Ayman al-Zawahiri v

T o

[ A1-Qaeds Second-in-Comemand Ayman Al-Zawahiri: The Only Hope for Pales]

| Juby 19, 2010 | n/a Posted on SIASIENNN 3:22:37 PM POT by Cindy July 19, 2010

d d Ayman Al-Zawahi AEQREdN's basic strategy red

HBfghanistan, and Pakistan. The video, dated Rajab 1431 (June-July 2010), was prd
menticn of the Gaza flotilla incident, which tock place in late May.”

EMM-OSINT can show the
Related Entities (those that

appear within the

om * | Juby 19, 2010 | n/a Pested on July 18, 2010 .

of America (aka “The GESESHER"). Siall wonder they e so confident.

0 (E:

same
document as the target entity)

he Mil/SOF/SF side to craate their own targets and gather their cwn lntel for hits inside Pak border regions.....Outsourcing this, virtually, completely to the CIA&/0GAS is what has allowed them to

=0
ists” In a new 1-hour 3-minute audio recording. AFQlaeda -

Africa, SOMAlN, the Arabian Peninsula, [f#g, the Caucasus,
that AlZawahin's audic was recorded earfier, since there is no

i

Jihad. This organization opposes the secular Egyptian

U5, enbassies in D 65 Salsarm, Tanzania and Nawobi, Kefja.

n death. Usama bin Ladin, Ayman al-Zawahiri, Fazul
nsitle for the bombings of the U.S. embassies in Tanzaiiia

Paad more b itanst b b =

Search
ON THE b 360701.us.archive.crg/§)
[ s of project ) || Note hoto ncluces. NOTE Th ollowingtestis a quote: Wante EFRBRBEZA
- BGABGASH, Abu »l-Muiz, The Doctor, The Teacher, Nur, Ustaz,
& person || Govemment and seeks its overthrow through viclent means. Al-Zawahii is belie
453 Ofganization The individual listed above has been indicted on the fellowing charges: Murder
e s # pi X
£ toponym . L
4% ek b and Kenyd on August 7, 1098. The embassy bombings killed 224 civilians and wef
_¢» NIRTSNI0 This guy (slong with UBL, Hek and Hag) all remin
(2] email address continually stay outside our OODA locp. It is a damn shame.
® ul
< ip address Oh hell they have ane of their cwn in the Wi Figise of the United
& 11044455
Al-Qaeda Second-in-Command Ayman & 7:;«::‘1 Top Ten Jihads Forums, 19 July 2010 INTERNET -
<« 1918171116 . . .
< 6620632165 2| |/€ Progress View | B Console | @, Search Local Files
. gedil card number 4 § person
8 00002001113 S AYMAN AL-ZAWAHIR]
T 1m2mesox00 S AbdelMune
o 13MSSEOTSITESERTI S Abdultah Abmad
s EGSTIMMMITIESIT & Abdullsh Ahmed Abdullsh
T sz 8 Abdulsh Azzarn
" STEOTE1S24081 £ Abdullsh Mohammed
T nezEe e ohaiag
i dits € Abdullahi Yusuf
3 phone number e e
13 00000000 8 fbu Abdallsh
3 00002004 & Abu Fatima
3 02124454659 & AbuMuhammad
3 oomessa01s3 & Ahmed Abdullsh
3 oommsonss & Ahmed Mohsmed Hamed Al
1 00906801006 & Ahmed Salim
@ dp code & Ahmed Salim Swedan
& e & i bin Abi Takib
& usEC 8 Anas al-Liby
& U aH B Ayman ah-Zawahin
G 1 2 § BlueDog
hil" e J » 8 Ally Mealam
. . 5 Fazul Abdulsh Mohammed
B Search Tools 12 | Reports didln) & Grest Satan
[=l8ing g Jr::h"‘::bou
i Robinson
b I
gnhw £ Maktab al-Khadamat
n & Mule Nationality
BGoogie & Male Weight
& Mohamed Abbou
& Mohamed Hamed Ali
& Mohemed Nour

& Mohammed Ally Msalam
£ Mohammed Hameed
& Mohammed Ibrahim
& Muhsmmad Abou

Q‘ Progress View | & Console [ @ Search Local Files m

|& person]

The terrorists Al Zawahiri, Osama bin
Laden and Ahmed Abdullah are
considered “related” because they
appear in the same documents

4 ;53 organization
b ssa AMERICAN EMBASSY

Egyptian Government

> ssw Intel Corporation
b saw Islamic Jihad,

» <> ip address
[ date

Also related to Al .
Zawahiri:

« Al Qaeda

* Hamas

» Islamic Jihad
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5 MM OSINT Suite 220 (64-b4)

Fie Edt Project Web Window Help D

T Werkspace Navigates | b Entty Browser 11

Select Preject: [Ayman ak-Zawabie

ebug

a

| | '€ Progress View | © Conscle| X Search Local Files 1

—— | Seachquery: Search
Sexch —

0

all|a

0

Entities related to “Osama bin Laden"

Search results:

& pesson

<23 Oganization

£ topomym

[ email address

*® url

© ipaddeess

& dte

73 phone number
3 conems3

£ dpcode

EMM-OSINT can show the Related
Entities to one specific entity by

using the Graph View

~ Graph View &1

Symae al-Zawahin

.
8 Search Tools 11 [
8ing -
[ 6 BN
OlVahoo -
Bceogle
3
3

Example shows relationships of
terrorist Al Zawahiri with

Osama bin Laden and
Ahmed Abdullah.
Al Qaeda
Hamas
Locations
+ Afghanistan & Pakistan

The thickness of the lines
represents the number of
times that both entities
appear in the same
document
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5 EMM OSINT Suite 2.2 (64-5it)
Fle Edt Project Web Window Help Debug
2 Werkspace Navigater £1 b Entity Browses =
1 Ayman al-Zawabiri
& Analysis
(& Bockmarks
& Crawler
15 Documents
(3 RelatedEntities Entity_ Ayman_al-Zawahirion_2013-07-
5 Ayman al-Zawahiri Reports
& Entity Edraction
& Reporting
[ AllEntities htel
[ AvEntties.on

= GraphMLgraphmi
| GeephMLort
(3 RelatedDocuments Entity.htmi
| RelstedDocuments Entity.ct
23 RelatedEriities Entities-for-Ayman_al-Zawahirihtr
|7 RelstecEntities Entity Ayman _ab-Zswshiricet
[0 ReelatedEntities_Entity.htmd
|7 RelatedEntities Entity.ont
& Select-Ayman_al-Zawahirijs
B SelectEntityjs

& Search Tools
12 Ormar Shafik Hammansi

A Search Tooks 52 |2 Reports =T

[Slting
Do
Of¥ahoo

0] ——— [

[ RelatedEntities_Entities-for-Ayman_al-Zawahirihtml

Related entities of Entity ""Ayman al-Zawahiri"

List of related entities of type "person" containing the word "Abdullah" and sorting alphabetically:

+ Abdullah bin Abdulaziz al-Saud
+ Fazul Abdullah Mohammed

+ Ahmed Abdullah

* King Abdullah

+ Abdul Aziz bin Abdullah

* Raadn Al Mobammad Sl This example shows some

+ Abdullah Mohammed gy =

- Sk bl Yo related entities for the

bl At At terrorist al-Zawahiri. OSINT
List of related entities of type "organization" and starting with the string "A| a||OWS tO Customize What

- Aldnse type of entities will be

*» Al Quds Al Arabi . .
rrrven included in the report
iyt
* Al Qaeda

List of related entities of type "toponym" and contain the words "Pakistan" or "Afghanistan":

* Afghanistan

» Islamabad:Islamabad:Pakistan

+ Bajaur Agency Fata Pakistan

+ Abbottabad: Abbottabad: Nwfp Pakistan
» Karachi Karachi CentralSind Pakistan
+ Kabul'Kabul-Afghanistan

+ Farah Farah:Afghanistan

+ Pakistan

+ Jalalabad:Nangarhar: Afghanistan

» Islamabad Pakistan

+ Quena:Quena:Balochistan Pakistan

+ Khyber Agency Fata Pakistan

Bsooge

EMM-OSINT can generate customized
reports in html or csv format about

related entities found in the
documents
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Grammar School: School XYZ,
Brussels

2009-2011: STIB-MIVE, mechanic t

2013: Les Béguines, manager Father: Abderrahmane Abdeslam
= Mother: Faklan Abdeslam
Brothers: Brahim Abdeslam, Mohamed Abdeslam

Name: Salah Abdeslam

Born: 15.09.1989
@salahabdeslam

Nationality: French
Residence: Belgium

FRIEND: Abdelhamid Abaaoud

— FRIEND: Mohamed Abrini

https:/ /www.facebook.com/
abdeslam.salah.1

EVENTS
~ SPORT: Motorbike summit

https:/ /www.facebook.com/
abdeslam.salah.50

d https://www.instagram.com/
explore/tags/abdeslam/

CARS |

~
FOOTBALL L <
WEAPONS I <
ISIS I CA R
EU —_— e e

ORGANISATIONS

QUOTATIONS

+ Islamic State of Irag and the
Levant (ISIL)
+ Friends of Extreme Sports

.~ going to see the game at Stade
de France this week ... ”
07.06.2015

Morocco

Belgium 1 ——

~the cheaperst way to travel to

P o Germany |

Syria is .... -
Austria L

04.04.2015 Turkey — =
Greece - - L
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Timelines Extraction

Query:
Donald Trump

Variants:

Trump

D. Trump

Donald John Trump
Trump's

Since 1971, he has chaired
The Trump Organization,
the principal holding company
for his real estate ventures
and other business interests.

Trump was born on June
14, 1946, in Jamaica,
Queens, a neighborhood in
New York City.

Trump attended Fordham
University in the Bronx for
two years, beginning in
August 1964.

While there, from 1968 he
worked at the family's
company, Elizabeth Trump
& Son, named for his
paternal grandmother.

TIMELINES EXTRACTION

EVENT TYPE: MANAGEMENT
EVENT TRIGGER: has chaired
TIME: Since 1971

RELATED ENTITIES: ...

EVENT TYPE: BIRTH

EVENT TRIGGER: was born
TIME: June 14, 1946
RELATED ENTITIES: Jamaica,
Queens, New York City

EVENT TYPE: PARTICIPATION
EVENT TRIGGER: attended
TIME: August 1964

RELATED ENTITIES: Fordham
University, Bronx

EVENT TYPE: WORK-FOR
EVENT TRIGGER: worked at
TIME: 1968

RELATED ENTITIES: ...
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References

« EMM Newsbrief: http://emm.newsbrief.eu

*  Medisys: http://medisys.newsbrief.eu/

- Event Extraction (KML): http://labs.emm4u.eu/view.kml

* EMM OSINT Suite:
https://wiki.emm4u.eu/confluence/display/osintpublic/EMM+QOpen+So
urce+Intelligence+Suite

- EMM Language Technology Resources:
https://ec.europa.eu/jrc/en/language-technologies

More: http://lemm.newsbrief.eu/overview.html
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OSINT Workshop

 When: 25-27 September (3 full days)

Where: Villa Cagnola, Gazzada, Italy (http://www.villacagnola.it/)
* What:

« Sharing experience of using OSINT tools/methods

 Latest Developments in Research

* Tutorials (EMM News Desk, OSINT Suite, Advanced Topics — IE, Machine Learning)
- Audience:

 MS experts from national authorities

 Practitioners from EC and other EU institutions

*  More Info: Jakub.Piskorski@ec.europa.eu
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.. Thank you!

Any questions?

You can find us at RC-TMA-CC@ec.europa.eu

EMM support: JRC-EMM-SUPPORT@ec.europa.eu
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